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AP205M1

Craryc
Cucrema Mapone He ycraHosen!

— Mapons NoNL308aTENA OO HE YCTaHOBAEH. YCTAHOBMTE NapOAL, UTOBH 3aLIATMTS BeG-UNTepdERC U BKMOuHTS SSH.

MEPENTU K HACTPOVIKE NMAPONA...
porpammHoe oBecneuenne
3arpy3xa

Maposb maplipytnsatopa
3annaHMpPOBaHHSLIE 33RaHNA
MowTupogarine pasaenos e b

Hactpoiixa LED unaukatyn

Peseperoe xonnposarue / I
Napons Kroks
Mepesarpyaxa i

Cetb MoateepxaeHue napons

Buintn

COXPAHUTD U NMPUMEHATD | SIS W CBPOCUTDL |

PucyHok 1.3.1 — YcTaHoBKa HOBOIo Norb30oBaTenbckoro naponsi Ha Web-uHtepdenc poytepa

1.3.3. CnyctmBwuncb BHM3 cTpaHuubl, Haxmute kHonky COXPAHUTb U MPUMEHWUTb. KHonka
COXPAHUTDb coxpaHsieT gaHHble, HO NpUMeHeHbl OHM ByayT nocne nepesarpysku poytepa. Ytobbl oT-
MEHWTb OLIMOOYHO BBEAEHHbIE AaHHble, HaxmuTe kHonky CBPOCUTD.

1.3.4. B uHTepcpelice poytepa nosBUTCs coobLyeHune, o cMeHe napons, (PucyHok 1.3.2).

AP205M1
Craryc
Cucrema -

Cucrema

Maponb mapLpyTmsaTopa

MporpammHoe obecneveHne Da

3arpy3ka

3annaHupoBaHHble 3a4aHna

MoHTupoeaHue pasaenoe MNapons N

Hactpowka LED uHamkauyum
MoaTeepxaeHve napons B

Pesepexoe konupoeaxue /I

Mepesarpyska

CeTtb

Beinitn

PucyHok 1.3.2 — CoobLieHne web-uHTepderica 06 ycneLHon cMeHe naponsi

1.3.5. B panbHeliwem 4ToObl CMEHUTL Maponb Nonb3oBaTens, HeobxoaMMo aBTopu3oBaTbcs B web-
nHTepdence poyTtepa, a 3ateMm BOMTU B pa3aen «Cucrema» u BblbpaTb BKNaaKy «YnpaBreHue».

MNpumeyaHune — Ecnv no KaknMM-To NpUYMHaM Mosfb3oBaTesIbCKUi Naponb Gbin yTpayeH, npousseaute
cBpoc poyTepa Ans Bo3BpaTa K 3aBOACKMM HacTpoMKaM Mo YMOMYaHMWIo, COrMacHO TeXHUYEeCcKon OOKY-
MeHTaLuM Ha BaLl poyTep.

1.4. YcTaHOBKa akTyanbHOW AaTbl, BPpEMEHU U A3blka MHTepdenca
1.4.1. ns ycTaHOBKM AaTbl U BpEMEHN aBTopusynTechb B web-uHTepderice poytepa.
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1.4.2. Bongute B pasgen «Cuctema» u Bbibepute Bknagky «Cucrtema». Bo Bknagke OCHOBHble
HacTPOWMKWN, A1 M3MEHEHUS OTOOpaXKeHMs Ballero poytepa, U3MeHUTe, UMS XOCTa M B BbiMagatowwem
OKHe BblbepuTe cBol YacoBow nosic (PucyHok 1.4.1). B Hawem ripumepe Ha pucyHke 1.4.1 ebibpaH 4Yaco-
8ol nosic Europe Moscow coomeemcmaeyrouwjuli 4aco8oMY 0siICY MOCKO8CKO20 8pEMEHU.

Craryc

Cucrema

Cucrema

Ynpasnenue

Mporpammioe oSecnevenie CBOWCTBA CUCTEMBI
3arpysxa

Ocwoswwe wacTpoi | HacTpodka xypiana  Aaeik v Tema
33NMaHIPOBAKHEIE 33AaHUR

Darawepens Tue Oct 16 09:44:49 2018| CUHXPOHU3MPOBATD C B

MowTupoEaHie pasaence
Hactpoica LED wguxauun Wmaxocra AP205M1

Pesepenoe xonuposarue /
Yacosoit noac  UTC

Nepe3arpysxa -
Europe/Malta

Cetb Europe/Mariehamn
EuropeMinsk

Europe/Monaco

CMHXpOHVIBaLlMﬁ Bpemel Europe/Osio
Europe/Paris

Europe/Podgorica

Europe/Prague

EuropeRiga

Brnouus NTP-cepeep |Europe/Rome
Europe/Samara

Crucox NTP-cepeepos | Europe/San Marino
Europe/Sarajevo —
Europe/Saratov
Europe/Simferopol
Europe/Skopje
Europe/Sofia
E

Beiatn

Brnsounte NTP-xament

COXPAHUTD U NPUMEHUTD CEPOCUTE

PucyHok 1.4.1 — YcTaHoBKa 4acoBOro nosica nonb3oBaTtens

Mpumevanue — Mimsa xocta — (MMs, € KOTOPbLIM Balle YCTPOMCTBO ByaeT oTobpaxaTbCa B NOKanbHON
CeTU) AOIMKHO COCTOSATb U3 LUMAP 1 CUMBOJSIOB NaTMHCKOro andgasuta, HabpaHHbix 6e3 npobenos ANUHON
He 6onee 32 3HaKoB.

1.4.3. Bo Bknagke HacTtpoiika XxypHana nosnb3oBaTtesflb MOXET U3MEHUTb pasMep CUCTEMHOIO XypHa-
na, B BbiNagalolmx OKHaxX BbiOpaTb YpOBHM BbiBOAA COOLITUIA M HA3HAYUTbL NOPT BHELLUHErO CepBepa Cu-
CTEMHOrO XypHana.

1.4.4. Bo Bknagke A3blk MU Tema, YCTaHOBUTE A3blK U TeMy odopmneHusi uHtepdpenica (Pucy-
Hok 1.4.2).

AP205M1

Craryc

Cucrema

Cucrema

Ynpasnewie

Mporpammoe obecneuerue CBOWCTBA CUCTEMBI
3arpysca

Ochosibie HacTpodkn  Hactpoka xyphana  fawix u Tena
3annanmpoBanHbie 33434

MowTuposarie pasgence fsux_alo
Hacrpoiika LED umgikaum Tema Material

Pesepenoe xonuposakwe / I
Mepesarpysxa
CeTb
CUHXPOHM3aLUUA BPeMeHU
Bulatu BrmounTs NTP-kament
Baiounts NTP-cepeep
Cnincox NTP-cepeepoe 0.openwrt pool ntp.org
1.openwrt pool ntp.org
2 openwirt pool nip.org

3.openirt pool ntp.org

COXPAHUTb U NPUMEHWTD. | cePocUTE

PucyHok 1.4.2 — YcTaHoBKa A3blka U TeMbl odpopMneHns web-uHtepdeinica
~G o~
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[Mpumeyanue — A3blKk, YCTAHOBIEHHLIN NO yMon4yaHuio (auto) Bbibupaetca web-uHTepdelicom aBTo-
MaTMU4eCKW, B 3aBUCUMOCTU OT sA3blka Bawlero 6paysepa. [pu xenaHnm Bbl MOXETE U3MEHUTb A3bIK WMH-
Tepdenca Ha Pycckum (Russian) unn Aurnunckuim (English).

1.4.5. 3aKkoHuYMB YyCTaHOBKY MOMb30BaTENbCKMX HACTpoek web-uHTepderica, HaXmuTe KHOMKY
COXPAHUTb U NPUMEHUTbL. KHonka COXPAHUTb coxpaHsaeT gaHHble, HO NpUMEHEHbI OHWU ByayT
npu cneayoLlem BKoYeHUn poytepa. Utobbl OTMEHUTE OLLIMBOYHO BBEAEHHbIE AAHHbIE, HAXXMUTE KHOM-
Ky CBPOCUTD.

1.5. CmeHa |IP-apgpeca poyTtepa

Mpn nogknioYeHny Ballero poyTtepa K CyLLEeCTBYIOLEN JToKanbHOM unn 6ecnpoBOAHON CETU, Co3aaH-
HOW OpYrMM pOYTEpPOM, MOXET BO3HUKHYTb KOH(MKT IP-agpecoB. |IP-agpec poyTepa CyLlecTBYOLLEN
ceTn MoxXeT BblTb naeHTuveH IP-agpecy Bawero poyTtepa. Ons pa3pelueHns 3Toro KoHImKTa n cosna-
HWS1 NoAKkm4yeHusl, Heobxogumo, 4Tobbl IP-agpeca nogceten pasnuuyanucbk. Tak kak nonb3oBaTesb
00ObIYHO HE MMeeT BO3MOXHOCTU U3MeHUTb |IP-agpec poyTepa cyliecTBytoLwen cetn, Heobxoanmo name-
HUTb |IP-agpec Bawlero poyrtepa.

1.5.1. AsTopuayntecb B web-uHTepdeince poytepa. B Pasgene «CeTb» BovauTe BO Bknagky «WH-
Tepdencbi» 1 HaxmnTe Ha 3aknagky LAN (PucyHok 1.5.1).

AP205M1

WWAN  MODEM2 wAN.Or'ODE!H
Cratyc ’ g

Cucrema <
WHTepdencel - LAN
Cetb
Modem Manager VLAN Hanp.
Wnrepdeircnt
Wi-Fi
Kowmysarop Ob6wme HacTponku
DHCP 1 DNS
OcHosHbie HACTPOMKM  JLONOAHWTENLHBIE HACTPOMKA  HaCTPOMKM KaHana  HacTpomKw MeXceTesoro 3kpana
Wmena xocros
R ani Cocroume & Yerpoicreo: br-lan
CraTiueckue MapwpyTe! il
S MAC-agpec: 00:0C:43:47:05:50
Ao Monyuenute (RX): 3.63 MB (28133 Maxeros)
Mesxceresoit 3kpan Mepegaua (TX): 12.91 MB (30491 Nakeros)

1Pv4: 192.168.1.1/24
Banancuposka WAN Tpadux
Mpotokon Crathueckii agpec v

BuiiiT |Pvd-agpec 192.1682.1
Macka cetu IPv4 2552552550 v
IPv4-agpec waiosa

WupokoeewarensHbin IPvd-agpec

Wcnons3oearte cobereentsie DNS

PucyHok 1.5.1 — CmeHa IP-agpeca poytepa

1.5.2. Bo Bknagke OCHOBHbIe HACTpPOMKU u3MeHuTe |P-agpec cBoero poyrtepa, Harnpumep Ha
192.168.2.1, kak nokasaHo Ha pucyHke 1.5.1. CnyCTMBLUMCb BHW3 CTPaHULbI, HAXMUTE KHOMKY
COXPAHUTb U NPUMEHUTD.

BHumaHue! CoxpaHute HOBbIN IP-aapec, HanpuMep, 3anncaB ero Ha 3TUKETKE UM B NacnopT poyTe-
pa. B panbHenwewm, gns aBTopmsaumm B web-uHTepdperice poytepa Habupante B KOMaHOHOW CTpOKe
Opaysepa HoBbI IP-agpec poyTepa. B cnydae ytpatbl HoBoro IP-agpeca, Bxof B web-uHtepgenc bypet
BO3MOXEH TOJIbKO MOCMEe BO3BpaTa poyTepa K 3aBOACKMM HacTpOMKam.

I'Igwmeanme - Ecnn nocne nameHeHuns IP-agpeca poyTepa, noaKn4vYeHne K CyLLl,GCTByIOLLI,SVI ceTn He
npon3oLwio, npoBepbTe HannMyne unHTepHeTa B CyLIJ,eCTByIOLLI,eIZ cCeTh n nepesarpysunte poyrtep. Ecnn
OaHHble Mepbl HE MOMOITN, O6paTMTer B NOOLOEPXKKY.
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2. HACTPOWKA POYTEPA MPU MOMOLLU MACTEPA HACTPOWUKHU

B nporpammHom ob6ecneyeHun poytepoB KROKS BbinyweHHbIX nocne despana 2019 r ycrta-
HoBrneH «MacTtep HaCTPOMKM» YCTPOMCTBA OGervyarolmimn HaCTPOMKY M NOAKITHYEHMe.

B poyTtepax, usrotoBneHHbix go deBpansa 2019 r «Mactep HacTpounku» oTcyTcTByeT. Hactpou-
Ka U noagknyeHue poyrtepa kK cetn MHTepHeT npomsBoauTCA TPagULMUOHHLIM crnocobom. Peko-
MeHAyeM OGHOBUTbL NMporpamMmMHoe obecneyeHue poyTtepa 4o Bepcumn He Huxke 190200.

Ybeautechb, 4To kabenb UHTEpHET NpoBangepa nogknoveH kK WAN-nopTy Baluero poytepa. Nogknto-
yeHue K cetTn NHTepHeT 3aBMCUT OT TUMNa NPOTOKONa AO0CTyna, Yepe3 KOTopbl NpeaocTaBnseTcs A0CTyn
nonb3oBaTento.

[Mpumeyanue — Mpu 3aknoYeHNn JoroBopa ¢ VIHTepHeT-NpoBakaepoM Ha oka3aHue ycryr ocTyna B
ceTb NHTepHeT, MNpoBangep nepegaeT nonb3oBatento MHopMaLmnio, Heo6XoAUMYHO AN NOAKMYEHUS K
cetn IHTepHeT:

e lcnonb3yetcsa ctatuyeckumn |IP-agpec (NOCTOSHHLIN) Unv AuHamuyecknn IP-agpec (DHCP
HasHayaeMmbli aBTOMATUYECKM).

e [lpotokon poctyna k cetn UHTepHeT (PPPoE, PPTP, L2TP) npu ero ncnonb3oBaHun B
npegocTaBneHun goctyna.

e |P-appec vnn pomeHHoe nms VPN-cepBepa npu nogkntodeHun yepes PPTP u L2TP.

e JloruH (Mmsi none3oBaTtens) n Maponb ana goctyna B IHTepHer.

o OcyuwectBnserca nu cunstpauus no MAC-agpecam, n kakon MAC-agpec GygeT 3aperu-
CTpupoBaH y VIHTepHeT-NpoBanaepa.

Hanuuyne Tex nnm nHbIx NnapameTpoB onpefenseTca TMNOM NpoTokona gocTtyna K cetu. Mpu Heobxo-

OVMOCTM 9TU NapameTpbl MOXHO YTOYHWUTb B Cryx0e TexHM4Yeckom noppepxku Bawero VHTepHeT-

nposangepa.

2.1. Hactpo#ika goctyna k ceTu MHTepHeT Yepe3 NpoBoAHOE NoAKnYeHue no npotokony DHCP-
KnueHTa

2.1.1. AsTopusyintecb B web-uHTepdeice poytepa. B Pasgene «CepBucbi» BonauTe BO BKMaaKy
«MacTep HacTpomrku». [1na HacCTponKM goctyna K ceTu VIHTepHeT Yyepe3 NpoBOAHOE NOAKIIOYEHNe ycTa-
HOBUTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n HaxxmuTe kHonky OAJIEE (PncyHok 2.1.1).

Craryc
Cucrema Pexum MacTepa HaCcTpoOuKu

BoibepuTe pexum HacTponku

CepBuchbl

Wi-Fi Kanenr (WC)

Touxa goctyna (AP)

e CyuecTaymaeh CeTu ATA POROZWMX W GOCTPORCIsK YCTPOACTH. AOCTYN & CyweCTAyGaeh COTH “eped NPORGANOR NOSCAENSHME

PucyHok 2.1.1 — MacTep HacTpoWku poyTepa
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AP205M1

Craryc

Cuctema JNokanbHan cetb (LAN)

Cepeucs!

TOOACTES & AOKANBHOM CETH
1Pv4 agpec 192.168.1.1 %%.nm; “192.168.1.1°
or 100
Yaxure nya IP agpecos
DHCP Tio-ymondauwo: 7 100" Koawsecrao *150°

Koauuecrso: 150
Boivitu

no6anbHas cetb (WAN)

Tun nogemouemA OHCP DHCP wan cratiuecxuit IP 8 ceTv npoeaiaepa

MAC-agpec 00.0c:43:47.05:50 Media Access Control - unique identifier

Texwonorua gocryna Simple OnpeaeneHHe TEXHOAOTMI BLXOSA B CeT.

Touka goctyna (AP)
Bmounts WiFI v

SSID Kroks AP205M1 Vinen cerw WiFi

Tin wndposauna WPA2-PSK (CCMP) DHCP wan cramiaecxmd IP & cemn nposaigepa

Knou akzanyev Mapons gocryna x WiFi

PucyHok 2.1.2 — HacTtponka noakntoyeHns no npotokony DHCP-knneHT

2.1.2. B 6noke JNlokanbHas cetb (LAN), nonb3oBaTens MOXeT n3aMeHUTb |P-agpec ceoero poyrtepa u
YyCTaHOBWTb AnanasoH |P-agpecoB BbljaBaeMbIX aBTOMATMYECKM, 419 YCTPONCTB B JTIOKANbHOW CETU.

2.1.3. nga nonyyeHns goctyna k cetn MHTepHeT no npotokony DHCP-knueHTa Heobxognmo B 6rioke
Fno6anbHasa cetb (WAN) BbiOpaTe Tvn nogkntodeHns (DHCP-KNMEeHT) 1 TEXHOMOIVI0 NofyvyeHns go-
ctyna (Simple) (PucyHok 2.1.2).

2.1.4. N3ameHaa 3HadeHusa B 6noke Touka goctyna (AP), nonb3oBaTtenb MoOXeT ynpaensTb 6ecnpo-
BoaHou ceTbto Wi-Fi HacTpoeHHOn nNo ymonyaHuto. MI3MeHnTb Ha3BaHMe CeTu, TN WndpoBaHus, ycTa-
HOBUTb MOLLHOCTb NepedaTymka Mogyrns CBSA3uW, KaHar, LWMPUHY NONoCkl NPOMYyCKaHWs U naponb Anst 4o-
ctyna kK gaHHon Wi-Fi ceTn nnm Boobwe otkntounte Wi-Fi ceTb npn HeobxognmocTw.

2.1.5. 3akoHunB HacTpomnky, HaxxmuTe kHonky NMPOBEPWUTb. [ns yaaneHus BbIOpaHHbIX 3HaYeHWN
HaxkmuTe kHonky CBPOC. Mons ¢ KOppekTHO BHECEHHbIMU AaHHbIMU OyayT BblAeneHbl 3efeHbIM LBETOM
(PvicyHok 2.1.3). Mona He npowepwmre npoBepky 6yaoyT BblAeNeHbl KpacHbIM LBETOM WM OOCTYMHbI ANS
pegakTnpoBaHus. OKOHYMB HACTPOWMKY coefuHeHusl, HaxmuTe kHonky MOAOTBEPOUTb. [na oTka3a ot
BBEOEHHbIX AaHHbIX HaxmuTe kHonky CBPOC. lNocne noaresepxaeHusl, cuctemon GyayT nNpuMeEHEHbI
OaHHble M HAaCTPOWMKM yKa3aHHbIe Nofb3oBaTenem.

AP205M1

Craryc
Cucrema NokanbHas cetb (LAN)
e o A ] A SR
| tecepracpoten |
e ——— or 100
Cem DHCP T s ioama 8% 500 Kommuecrso “150°
Kommuecreo: 150
Buitn
FhobanbHan cetb (WAN)
Tun NOAKMOUeMA DHCP DHCP wam cratmueci P 8 ceTn Npossigeps
MAC-agpec 00:0c 43.47.05:50 Media Access Control - unique identifier
Texuonorua goctyna Simple v ONpeasnenMe TEXHONOTHM BLIXOAA 8 COTh
Touka goctyna (AP)
Brmounte WiFl
SSID Kroks AP205M1 Vinn corm WIFI
Tun wipposanma WPA2-PSK (CCMP) . DHCP wan crammecxwit IP 8 cern nposaiygepa
Kaow ghzanyev Napom goctyna x WiFi

PucyHok 2.1.3 — lNpoBepka BBeAEHHbIX 3HA4YEHW MPOTOKOMa NOAKNHYEHNUS.
~8~




Web-uHtepdenc poytepoB KROKS. HacTporika u ynpasneHve 29 Hosibpsa 2019 r.

MNpumeyanue — MNpoTokon nogkntoyeHns kK cetn DHCP ycTaHOBMNEH B 3aBOACKMX HAacTponKkax poytepa
no ymonyanuo. Ecnn Baw WHTepHeT-npoBangep mcnonb3yeT npotokon DHCP ans npepocTaBneHus

AocTtyna B MHTepHeT, TO, CKOpee Bcero MHTepHeT-COGE,VIHeHVIe Y BacC yXe yCTaHOBJIEHO B aBTOMaTn4e-
CKOM pexunme.

2.2. Hactpouka noakntovyeHusi kK cetu MHTepHeT No NpoToKony co ctaTuvyeckum |[P-agpecom

2.2.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBuchi» Bonante BO BKNagKy
«MacTep HacTpourku». [151 HACTPOMKM JocTyna K ceTu VIHTepHeT Yepe3 NpoBOAHOE NOAKIIOYEHNE yCTa-
HOBUWTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n Haxxmute kHonky OAJIEE (PucyHok 2.1.1).

2.2.2. B 6noke JNokanbHas cetb (LAN), nonb3oBaTenb MOXeT U3aMeHnTb IP-agpec cBoero poyrtepa u
yCTaHOBWTb AManasoH |IP-agpecoB BblgaBaeMbIX aBTOMATUYECKM, 419 YCTPONCTB B JTIOKANbHON CeTU.

2.2.3. B mactepe HacTpoiku poyTepa, B 6roke MobanbHas cetb (WAN) BoibepuTe M3 BbinagatoLmnx
cnuckoB Tun nogkntoyeHus (Static IP); IP-agpec, agpec wnto3a n agpeca DNS-cepsepoB (M3 gorosopa
¢ UutepHeT-npoBanaepom); TexHonoruo nonydyeHuns goctyna (Simple) (PucyHok 2.2.1).

2.2.4. VIameHss 3HadveHus, B bnoke Touyka goctyna (AP), nonb3oBaTtens MOXeT ynpaenatb 6ecnpo-
BoaHou ceTbto Wi-Fi HacTpoeHHOn nNo ymonyaHuto. MI3MeHnTb Ha3BaHMe CeTu, TN WngpoBaHus, ycrta-
HOBWTb MOLLHOCTb nepepatymka Wi-Fi mogynsa cBa3u, kaHarn, LWMPUHY NOMoCkl NPOMyCKaHWs M Naposb
anga goctyna k gaHHon Wi-Fi cetu unum Boobue otkntountb Wi-Fi ceTb npu He06xoauMocCTw.

AP205M1

Craryc

Cucrema nobansHas cetb (WAN)

CepBuc

EpEHc Tun noaxnioueru Static IP DHCP waw cramuuecxwi IP & ceTy npoeaigepa
Macrep KacTpoiH
Wi-Fi n. 1Pvd agpec 1921

apoeuw Agpec yCTPOCTE € F10GNMHOM ceTH

Certn Macka cern 2552552550 Macxa onpeaeaner noaceTs

Wwos 192168131 Aapec wmosa
Boitin
DNS 1: 192168131
DNS Aapeca DNS cepeepos
DNs2: 8884

MAC-agpec 00.0¢:43:47.05:50

Media Access Control - unique identifier

Texsonorwa AocTyna Simple Onpegenesme Tex+oAOTAN BLXORA € CeT

Touka goctyna (AP)
Brmounts WIFl v

SSID Kroks AP205M1

s cemu WiFi
Tun wudposasus WPA2-PSK (CCMP) DHCP wnu cratiuecxudt IP & cev nposaiaepa

Kniou gizanyev Mapons aocTyna k WiFi

PucyHok 2.2.1 — HacTponka npoBOAHOro NOoAKII0YEeHUs CO cTaTudeckum IP-agpecom

2.2.5. 3akoHunB HacTpomnky, HaxxmuTe kHonky NMPOBEPWUTb. [ns yaaneHus BbIOpaHHbIX 3HaYeHWN
HaxxmuTe kHonky CBPOC. Nons ¢ KOPPeKTHO BHECEHHbIMU AaHHbIMU OyAYT BblAeNeHbl 3eMeHbIM LIBETOM
(PvicyHok 2.2.2). TMona He npowegwmre npoBepky 6yaoyT BblAeneHbl KpacHbIM LBETOM WM OOCTYMHbI Afs
penaktupoBaHuss. OKOHUMB HACTPOWNKY coeauHeHus, HaxmuTe kHornky MOATBEPAOUTDL. [na otkasa oT
BBEOEHHbIX AaHHbIX HaxmuTe kHonky CBPOC. MNMocne noarBepXaeHusl, cuctemon OyayT nNpUMeEHEHbI
OaHHbIE N HACTPOWKM YKa3aHHbIE NoSib30BaTeNeM.
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AP205M1

Craryc
Cucrema

Cepsucsl

Wi-Fi nAaMupoBUmMK

Cetb

Buintn

nobanbHana cetb (WAN)

Tun nogxmoueHus

1Pvd agpec

Macxa cetn

Wos

MAC-agpec

Texsonorua gocryna

Touka goctyna (AP)

BrmounTs WiFl

SSID

Tun wikbposauta

Kmou

Static IP

192168.13 120

2552552550

192168131

DNs1: 192168131

DNs2: 8888

00043 47:05:50

Simple

Kroks AP205M1

WPA2-PSK (CCMP)

gkzanyey

29 Hos16ps 2019 T.

DHCP wan cratuueckuit IP 8 ceTv npoeaigepa
Alpec yCTPOACTEA B 05ANHOM CeTH
Macka onpegenser noacers

Aapec wno3a
Agpeca DNS cepeepoe

Media Access Control - unique identifier

Onpegenenme Texuonorm B0z & cers

Vnn cemn WiFi
DHCP ww cratuueckui IP & cetu nposaigepa

Mapoms gocryna & WiFi

PucyHok 2.2.2 — lNpoBepka BBeAEHHbIX JaHHbIX NOAKMIOYEHUSA co cTaTndeckum IP-agpecom

2.3. Hactpouka nogknioueHus Kk cetn UHTepHeT no npotokony PPtP (VPN)

2.3.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBucbi» Bongute BO BKNagKy
«MacTtep HacTponku». [Ins HacTpowikn AOCTyna K ceTn MIHTepHeT 4Yepes NpoBOAHOE MOAKIYEHNe ycTa-
HOBUTE TOYKY Mapkepa Ha b6noke PoyTep (Rt) n HaxxmuTe kHonky OAJIEE (PucyHok 2.1.1).

2.3.2. B 6noke NokanbHas cetb (LAN), none3oBaTenbs MOXeT M3aMeHUTb |IP-agpec cBoero poytepa u
yCTaHOBWTb AvanasoH |IP-agpecoB BblgaBaeMbIX aBTOMATMYECKM, AN YCTPONCTB B NTOKaNbHON CeTw.

2.3.3. Ecnu y Bac npotokon nogkntoyeHnss PPtP co ctatnyeckum |IP-agpecom, B 6rioke Mo6anbHas
cetb (WAN) BbibepuTe 13 Bbinagatowmx cnnuckos Tun nogknioveHns (Static IP) n TexHonornio nonyde-
Hus goctyna (PPtP). Beeaute IP-appec, Macky cetu, Wnt3, agpeca DNS-cepsepoB, UMs nonb3o-
BaTtens, MNaponb, [JomeHHoe umsa PPtP cepBepa vnu ero IP-agpec. Ecnn B cetn Bawero VHTepHeT-
npoBarigepa ocyllectensetcs puneTpaumsa no MAC-agpecam, Beegute MAC-agpec ceTeBoro agantepa
BaLLlero KoMmnbtoTepa unu octasbTe B none MAC-agpec ceteBoro agantepa poytepa (PucyHok 2.3.1).

AP205M1

Craryc
Cucrema

CepBuchbl

Macrep HacTponku

Wi-Fi naakupoewmk

Cetb

Buintun

[nob6anbHasa cetb (WAN)

Tun nogxaoueHna
1Pvd agpec
Macka cetn

W03

DNS

MAC-agpec

TexHonorua goctyna

Cepeep

Wma nons3osatens

MNapons

Static IP

192.168.13.120

255.255.255.0

192.168.13.1

DNS 1: 192.168.13.1

DNS2: 8888

00:0c:43:47:05:50

PPIP

pptp.provider_name.ru

User_name

Password

v DHCP uam cratuueckun IP 8 ceTu npoeangepa

Aapec ycTpoicTea 8 rnobansHomn cetn

Macka onpegenset noacets

Azpec wno3a

Appeca DNS cepsepos

Media Access Control - unique identifier

v Onpegenerve TeXHONOTWM BLIXOAA B CeTh

PucyHok 2.3.1 — BBog AaHHbIX Anst NOOKNYeHns no npoTtokony PPtP co ctatuyecknm IP-agpecom
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2.3.4. Ecnu y Bac npoTtokon nogkntoyexHus PPtP ¢ anHamunyeckum IP-agpecom (DHCP-kNueHT), B 6110-
ke Mmob6anbHasa ceTb (WAN) BbibepuTe 13 Boinagatowmx cnuckos Tun nogkntodeHusa (DHCP) n TexHo-
noruo nonyveHus goctyna (PPtP). Beeante Uma nonb3oBatens, Maponb, [JomeHHoe umsa PPtP cep-
Bepa vunu ero IP-agpec. Ecnu B ceTu Bawwero VIHTepHeT-npoBangepa ocyLlecTBAseTca unbTpaums no
MAC-agpecam, Beeante MAC-agpec ceTeBOro aganTtepa Ballero KOMMbOTepa MnM ocTaBbTe B norne
MAC-agpec ceTeBoro agantepa poytepa (PucyHok 2.3.2).

AP205M1

Craryc

Cucrema

C Fno6anbHas cetb (WAN)
CepBUChI

Wi-Fi naanmpoBumx

2 MAC-agpec 00.0c 43.47:05:50 Media Access Control - unique identifier
Cetb  —

Texuonorua goctyna PPIP v Onpegenexme TEXHONOTMM BLIXOAA B CETs
Buintn Cepeep PPip provider_name ru

VA nons3osaTenn User_name

Napons Password

Touka goctyna (AP)
Brmounte WIFI v
SSID Kroks AP205M1 Wwa cetn WiFi
Tun wudposanna WPA2-PSK (CCMP) v DHCP wan cratnueckwit IP 8 cetw nposaiigepa

Knou gkzanyev Napons gocryna k WiFi

PucyHok 2.3.2 — BBog gaHHbIX AN nogkntoyeHrs no npotokony PPtP ¢ anHamuyeckum IP-agpecom

2.3.5. UameHas 3HauveHus, B 6noke Touka goctyna (AP), nonb3oBaTtens MoxeT ynpasnsaTb Gecnpo-
BogHoun ceTbto Wi-Fi HacTpoeHHol no ymonyaHuto. N3amMeHnTb HasBaHue ceTu, TN WwndpoBaHus, ycta-
HOBUTb MOLUHOCTb nepegatynka Wi-Fi Mogynst cBA3w, KaHan, LMPUHY MOSoChkl NMPOMyckaHus M naponb
Anst goctyna k gaHHon Wi-Fi cetn nnm Boobwe otkntounte Wi-Fi ceTb npyn HeobxoanmocTw.

2.3.6. 3akoHuuB HacTpouky, HaxmuTe kHornky MPOBEPUTb. [na yganeHus BbIOpaHHbIX 3HaYeHWn
HaxkmuTe kHonky CBPOC. Mons ¢ KOppeKTHO BHECEHHBIMU AaHHbIMU OyAyT BblAeNeHbl 3eMNeHbIM LBETOM
(PvicyHkn 2.3.3 1 2.3.4). MNons He npowedwne npoBepky 6yayT BblAeneHbl KpacHbIM LIBETOM U OOCTYMHbI
anga pegaktnposaHusa. OKOHYMB HaCcTPOKWKY coeauHeHus, HaxkmuTe kHonky MOATBEPAUTDL. [Ing oTkasa
OT BBEAEHHbIX AaHHbIX HaxmuTe kHorky CBPOC. lNMocne noateepaeHus, cuctemon 0yayT NPUMEHEHbI
OaHHbIE N HACTPOWKM YKa3aHHbIe NoNb30oBaTeNeMm.
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AP205M1

Craryc FnobanbHas cetb (WAN)
Cucrema -
Tun nograoueHns Static IP ¥ DHCP naum cratnueckui IP e cetn npoeaingepa
CepBuchl
1Pv4 appec 192.168.13.120 Aapec ycTpoiicTea 8 rnoGansHoi cetn
Wi-Fi nnanmnpoewmx Macka cetn 255.255.255.0 Macka onpegenser noaceTs
Cem Wnos 192.168.13.1 Aapec wnosa
Bewtn DNS 1: 192168131
DNS Aapeca DNS cepeepoe
DNS2: 8888
MAC-agpec 00:0c:43:47:05:50 Media Access Control - unique identifier
TexHonorua goctyna PPtP ¥  Onpegenexue TEXHONOTMM BLIXOAS B CETb
Cepeep pptp.provider_name.ru
Vims nons3osarens User_name
MNapone Password

PucyHok 2.3.3 — lNpoBepka BBeAeHHbIX AaHHbIX PPtP nogknioveHuns co ctatudeckum IP-agpecom

AP205M1

Cratyc

Cucrema

Cepemcs FnobansHan cetb (WAN)

Wi-Fi naanupoBumK
MAC-appec 00.0c:43 47.05:50 Media Access Control - unique identifier
Cetb
TexHoAOrMA AOCTYNa PPP v Onpegenerme TEXHONOMM BLIXOA3 & CeTe
Beivtu Cepsep potp provider_name.ru
Wwma nossacearens User_name
Napons Password

Touka goctyna (AP)
Brmounts WiFl

SSID Kroks AP205M1 Wmn cetn WiFi

Tun wndposanun WPA2-PSK (CCMP) v DHCP wan cramwueckwit IP & cern nposaiiaepa

Kniou gizanyev Napons goctyna k WiFi

CBPOC | MOATBEPAUTL

PucyHok 2.3.4 — lNpoBepka BBeAEHHbIX AaHHbIX PPtP nogknioveHus ¢ guHammyecknm IP-agpecom

2.4. Hactpouka nogknto4veHus kK cetu UHTepHeT no npotokony L2TP (VPN)

2.4.1. ABTopusyntecb B web-uHTepderice poytepa. B Pasgene «CepBuCbI» BoavMTe BO BKMNagKy
«MacTep HacTpomrku». [1na HacTponkM goctyna K ceTu VIHTepHeT Yepe3 NpoBOAHOE NOAKIIOYEHNE yCTa-
HOBUWTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n Haxxmute kHonky OAJIEE (PucyHok 2.1.1).

2.4.2. B 6noke JlokanbHas cetb (LAN), nonb3oBaTenb MOXET U3MeHUTb |IP-agpec cBoero poyrtepa 1
YCTaHOBUTb Anana3oH IP-aapecoB BbljaBaeMbix aBTOMaTUYECKU, ANS YCTPOUCTB B JIOKanbHON CeTu.

2.4.3. Ecnn y Bac npoTokon nogkntoveHusa L2TP co cratuyeckum IP-agpecom, B 6noke MobanbHas
ceTb (WAN) BbibepuTe 13 Bbinagarowmux cnuckoB Tun nogkniodeHus (Static IP) n TexHonoruio nonyye-
Hus goctyna (L2TP). Beeaute IP-appec, Macky cetu, LUnto3, agpeca DNS-cepBepoB, UmAa nonb3o-
BaTtens, MNaponb, [JomeHHoe uma L2TP cepBepa unu ero IP-agpec. Ecnn B cetu Bawero VHTepHeT-
npoeangepa ocyliectensieTcs punbtpaums no MAC-agpecam, sBeeaute MAC-agpec ceTeBoro agantepa
BaLLero KoMmnboTepa nnm octaebte B none MAC-agpec ceteBoro agantepa poyrtepa (PucyHok 2.4.1).
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AP205M1

Craryc

Cucrema

Tun NogxAYeHNA
Cepsuchbl —

Macrep HacTpoiku IPv4 agpec

Wi-Fi nnaHmpoBumx
Macxa cetn

Cetb
Wnros

Beintn
DNS

MAC-agpec
TexHonorus Aoctyna

Cepeep

Wms nons3osatens

Mapons

[nobanbHasa cetb (WAN)

Static IP

192.168.13.120

255255255.0

192.168.13.1

DNS 1: 192168.13.1

DNS2: 88838

00:0c:43:47:05:50

L21P

12tp provider_name.ru

User_name

Password

v DHCP nau cratnueckuit IP 8 cetn nposangepa
Agpec ycTpoicTea 8 rnobansHown cetn
Macka onpeaenser noaceTs

Anpec wniosa

Agapeca DNS cepsepoe

Media Access Control - unique identifier

v Onpepenere TeXHONOMM BLIXOAA B CETh

PucyHok 2.4.1 — BBog, faHHbIX A8 nogknioveHus no npotokony L2TP co ctatuyeckum IP-agpecom

2.4.4. Ecnn y Bac mpoTokon nogkntoydenusa L2TP ¢ guHamunyecknm IP-agpecom (DHCP-knAveHT), B

6noke MobanbHasa ceTb (WAN) BbiGepyTe 13 BbinagaroLmx cnmckoB Tun nogkntoyeHmsa (DHCP) n Tex-
Honoruio nonydeHus goctyna (L2TP). Beegute Uma nonb3oBartens, Maponb, [JomeHHoe umsa L2TP
cepBepa unu ero IP-agpec. Ecnu B ceTn Bawwero VIHTepHeT-npoBangepa ocyllecTBrseTca punbtpaumns
no MAC-agpecawm, Beegute MAC-agpec ceTeBoro agantepa Ballero KOMnbioTepa unm octaBbTe B Mnone
MAC-agpec ceTeBoro agantepa poytepa (PucyHok 2.4.2).

AP205M1

Crartyc
Cucrema
CepBuchbl Fno6aneHas cets (WAN)

Wi-Fi naasiposumx
MAC-agpec
CeTb —_—

Texwonorun AocTyna

Bbintnn Cepeep

Wwma nonsosarens

Napons

Touka gocrtyna (AP)
Bmounts WIFl
SSID
Tun wiudposanna

Kmou

DHCP

00:0c 43.47.05:50

LT

12tp provider_name ru

User_name

Password

v

Kroks AP205M1

WPA2-PSK (CCMP)

gkzanyev

DHCP nam cratuveckuit IP 8 cetu nposaigepa
Media Access Control - unique identifier

Onpegenenie TeXHONOMMM BLIXOAA & CeTs

Wms cern WiFi

DHCP wn cravnuecxwit IP & cern nposaitaepa

Mapons aoctyna x WiFi

PucyHok 2.4.2 — BBog, faHHbIX A8 NoAknioveHus no npotokony L2TP ¢ anHamunyeckum IP-agpecom

2.4.5. NameHsisa 3HadeHnst B 6noke Touka goctyna (AP), nonb3oBaTtenb MOXET ynpaensaTb Gecnpo-
BoAHon ceTbto Wi-Fi HacTpoeHHON No ymonyaHuto. MI3MeHnTb Ha3BaHuMe CeTu, TUM WndpoBaHus, ycTa-
HOBUTb MOLLHOCTb nepegdatyunka Wi-Fi mogyns ¢Ba3w, KaHan, LMPWHY MOSIOCkl NMPONyCKaHWs M naponb
ans goctyna kK gaHHon Wi-Fi ceTy unum Boobuwe otkniountb Wi-Fi ceTb npu HE06X0aMMOCTMW.

2.4.6. 3aKoH4MB HacTpoiiky, Haxmute kHonky MPOBEPUTb. [na yaaneHus BblIOpaHHbIX 3HaYeHWi
HaxkmuTe kHonky CBPOC. Mons ¢ KOppekTHO BHECEHHBIMU AaHHbIMU OyAyT BblAeNeHbl 3eMNeHbIM LBETOM
(PucyHkun 2.4.3 n 2.4.4). MNons He npowleaLwive NpoBepKy OyayT BblAeneHbl KpacHbIM LLBETOM W AOCTYMHbI
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ons pegaktupoBaHusi. OKOHYMB HACTPOWIKY coeamHeHusi, HaxxmuTe kHonky MOATBEPOUTDb. [Insa otkasa
OT BBEAEHHbIX AaHHbIX HaxmuTe kHornky CBPOC. Mocne noatBepxaeHusi, cuctemon OyayT NpUMeEHEHbI
[OaHHble N HAaCTPOWMKM YKa3aHHbIE NONb30BaTENEM.

AP205M1

Craryc
nobanbHas cetb (WAN)
Cucrema
CepBuchbl Tun nogkalouenna Static IP ¥ DHCP wan cratuueckwin IP & ceTv nposaitgepa
1Pv4 appec 192.168.13.120 Aapec yCTpOiCTea B ro6ankHoM cety

Wi-Fi nnanuposwmx
Macxa cetn 255.255255.0 Macka onpegenser noacers

Cetb
Wnio3 192.168.13.1 Agpec wno3a

Beintu
DNS1: 192168131

DNS Azpeca DNS cepsepos

DNS2: 8888
MAC-agpec 00:0c:43:47:05:50 Media Access Control - unique identifier
Texronorua goctyna L21P ¥  Onpepenexme TeXHONOrMM BLIXOAa B CETs
Cepeep [2tp provider_name.ru
Wwma nones3oeatens User_name
Napons Password

PucyHok 2.4.3 — [NpoBepka BBeAeHHbIX AaHHbIX L2TP nogknioyeHns co ctatmdeckum IP-agpecom

AP205M1

Craryc
Cucrema
FnobansHas cetb (WAN)
CepBuchbl
Wi-Fi nAaHMposwuK

MAC-aapec 00:0c 43 47.05:50 Media Access Control - unique identifier
Cers

Tex+onorua AocTyna (F1 0 v ONpPeAsNeHHE TEXHONOTMH BLIXOAA B CoTe
Bointn Cepsep 12tp provider_name.ru

Wwms nonssosatens User_name

Napons Password

Touka aoctyna (AP)

Brmounts Wil

ssiD Kroks AP205M1 Viun cern WiFi
Tun wiubposanua WPA2-PSK (CCMP) v DHCP waw craTwuecxudt IP & cetn npoeaigepa
Kniou gkzanyev Napons goctyna k WiFi

PucyHok 2.4.4 — lNpoBepka BBEAEHHbIX AaHHbIX L2TP nogkntoveHms ¢ auHaMmmyeckum IP-agpecom

2.5. HacTpouka nogkntoyeHus k cetn UHTepHeT no npotokony PPPoE

2.5.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBucbi» Bongute BO BKNagKy
«MacTtep HacTpomku». [Ing HacTpoOMKK AocTyna K cetn MIHTepHeT yepe3 NpoBOAHOE MOAKITHOYEHNE YCTa-
HOBUWTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n Haxxmute kHonky OAJIEE (PucyHok 2.1.1).

2.5.2. B 6noke INlokanbHasa cetb (LAN), nonb3oBaTenb MOXeT U3MeHUTL |IP-agpec cBoero poyrepa u
YCTaHOBUTbL AnanasoH IP-agpecoB BbijaBaeMblX aBTOMaTUYECKM, AMs1 YCTPOWUCTB B JIOKarnbHOW CeTu.

2.5.3. Ecnn y Bac npotokon nogkniovennss PPPoE co ctatuyeckum IP-agpecom, B 6noke Mo6anb-
Hasa ceTb (WAN) BbibepuTe 13 Bbinagatowmux cnuckoB Tun nogknioyeHus (Static IP) n TexHonoruo no-
nyyenusi goctyna (PPPoE). Beegute IP-agpec, Macky cetu, LWUnw3, agpeca DNS-cepBepoB, Ums
nonb3oBartens u MNMaponb. Ecnu B ceTn Bawero VIHTepHeT-npoBanaepa ocylecTsnseTcs unbTpaums
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no MAC-agpecawm, Beeaute MAC-agpec ceTeBoro ajantepa Ballero KOMnbTepa uUnu octaBbTe B none
MAC-agpec ceTeBoro agantepa poytepa (PucyHok 2.5.1).

AP205M1

Craryc
Cucrema

CepBucbl

Wi-Fi naanmnposumx Tun nogxaoueHna

FnobanbHasa cetb (WAN)

Cetb 1Pv4 agpec

Macka cetn
Buintn

Whnios

DNS

MAC-agpec
TexHonorua goctyna
Wwma nons3oeatens

MNapons

Static IP

192.168.13.120

255.255.255.0

192.168.13.1

DNS 1: 192168131

DNS2: 8888

00:0c:43:47:05:50

PPPOE

User_name

Password

v DHCP naum cratudeckun IP & cetu nposaingepa

Aapec ycTpoicTea e rno6ansHoim cetn

Macka onpegenaer nojceTs

Aapec wno3a

Aapeca DNS cepsepos

Media Access Control - unique identifier

¥ OnpegeneHue TeXHONOTN BLIXOAA B CETh

PucyHok 2.5.1 - BBoa gaHHbIX Ang noakntoyeHus no npotokony PPPOE co ctatnyeckum IP-agpecomM

2.5.4. Ecnn y Bac npotokon nogkntodeHus PPPoE ¢ gnHamudeckum IP-agpecom (DHCP-knueHT), B

onoke MobanbHasa ceTb (WAN) BeiGepyTe 13 BbinagaroLmx cnmckoB Tun nogkntoyeHmsa (DHCP) n Tex-
Honoruio nonydexusa goctyna (PPPoE). Beeante Umsa nonb3oBatens v Maponbk. Ecnv B ceTn Bawero
MHTepHeT-npoBavigepa ocylectensetca cunbTpaums no MAC-agpecawm, seegnte MAC-agpec ceteBoro
aganTepa Ballero KomnbtoTepa unu octaebTe B none MAC-agpec ceteBoro agantepa poytepa (Pucy-

HOK 2.5.2).

AP205M1

Craryc
Cucrema

CepBuchbl

Fno6ansHas cets (WAN)

Wi-Fi naakuposumx
Thn nOAKAIOUEHNA
Cetb ——

MAC-agpec

Buiitun Texsonorua goctyna
VInA nons3ceatens

Napons

Touka goctyna (AP)
Brmounts WiFl
SSID
Tun wuposanma

Knmou

Konuuectso: 150

DHCP

00.0c 4347.05:50

PPPoE

User_name

Password

v

Kroks AP205M1

WPA2-PSK (CCMP)

gizanyev

DHCP wan cratuueckwit IP & cety nposaigepa
Media Access Control - unique identifier

Onpegenenme TEXHONOTAM BLIXOAA & CETh

Wma cern WiFi

DHCP unn cratuueckui IP & ceTw npoeaigepa

Napons aoctyna k WiFi

CBPOC  MNPOBEPUTHL

PucyHok 2.5.2 — BBog AaHHbIX Anst nogknioveHns no npotokony PPPoE ¢ anHamnyeckum IP-agpecom

2.5.5. iameHsas 3HayeHus B 6noke Touka goctyna (AP), nonb3oBaTenb MoxeT ynpasnaTb 6ecnpo-
BoAHou ceTbto Wi-Fi HacTpoeHHON No ymonyaHuto. MIaMeHnTb Ha3BaHuMe CeTu, TuMn WndpoBaHus, ycTa-
HOBUTb MOLLHOCTb nepedatynka Wi-Fi mogyns cBA3w, KaHar, LWMPWHY MOMOCkl NPONyCKaHWs M Naporsb
ans goctyna k gaHHon Wi-Fi cetu nnm Boobuwe otkntounte Wi-Fi ceTb npu HeobxoanmocTu.
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2.5.6. 3akoH4MB HacTpolky, Haxmute kHonky NMPOBEPWUTb. [ns yaaneHus BbiOpaHHbLIX 3HA4YeHWI
HaxkmuTe kHonky CBPOC. Monsi ¢ KOPPeKTHO BHECEHHBLIMU AaHHbIMW OyAyT BblAeNeHbl 3eMNeHbIM LBETOM
(PvicyHkn 2.5.3 1 2.5.4). lNMons He npoweawne NpoBepKy 6yayT BblAeNeHbl KPACHbIM LLBETOM U JOCTYMHbI
ansa pegaktupoBaHus. OKOHUYMB HACTPOWKY coeamHeHus, HaxxmuTe kHonky MOATBEPOUTDb. [nga otkasa
OT BBEJEHHbIX AaHHbIX HaxmuTe kHonky CBPOC. Mocne noaTBepxaeHUs, cucteMon 6yayT npUMeHeHb!
[aHHbIE M HAaCTPOWKM yKasaHHble Nonb3oBaTenemM

AP205M1

Cratyc
FnobanbHas cetb (WAN)
Cucrema
Tvn nogxAOueHUs Static IP ¥  DHCP nau ctatuueckui IP & cetn nposaigepa
CepBuCbl
IPv4 agpec 192.168.13.120 Aapec yctpoictea 8 rnobansHomn cetn
Wi-Fi naanupoewmk
Macka cetn 255.255.255.0 Macka onpegenset noaceTs
Cetb
Wnio3 192.168.13.1 Aapec wno3a
Bewitn DNS1: 192.168.13.1
DNS Appeca DNS cepeepos
DNS2: 8888
MAC-agpec 00:0c:43:47:05:50 Media Access Control - unique identifier
TexHonorua goctyna PPPoE ¥ Onpegenexve TeXHONOTMM BLIXOAA B CETb
Wwma noas3oeatens User_name
Mapone Password

PucyHok 2.5.3 — NpoBepka BBeAeHHbIX AaHHbIX PPPOE nogkntoyeHmns co ctatudeckum IP-agpecom

AP205M1

Konuuecrso: 150
Crartyc
Cucrema

Cepsucobl

Fr0GansHan cers (WAN)
Wi-Fi naumupoumx
Tun nogaoueHna DHCP v DHCP uam cratueckwi IP e cetm nposaigepa
Cetb
MAC-agpec 00.0c:43.47.05:50 Media Access Control - unique identifier
Beity Tex+onorws goctyna PPPoE i OnpeeAeH#e TeXHONOTMM BBIXOA3 B CETo
Wwma noas3oeatens User_name
MNapone Password

Touka pgoctyna (AP)

Braounts WiFl v

SSID Kroks AP205M1 Vi cen Wifi
Tun wudpoeaHna WPA2-PSK (CCMP) v DHCP uam cratuieckuit IP 8 ceTn nposaingepa
Kmou gkzanyev Napons aoctyna k WiFi

CEPOC  MOATBEPIUTL |

PucyHok 2.5.4 — lNpoBepka BBeAeHHbIX AaHHbIX PPPOE nogknioueHusa ¢ guHamudeckum IP-agpecom

2.6. HacTtpowka poyTtepa ansa pa6oTbl B pexxume Wi-Fi KnueHT

Pexum paboTbl poytepa «Wi-Fi KnveHT» no3BonsdeT ycTponcTBaM, HaXoasILMMCS B JTOKarnbHOM CETU
poyTepa nonyy4uTb JocTyn K cetn NHTepHeT vyepes b6ecnpoBogHoe Wi-Fi coegmHenne. B gaHHOM cnydae
poyTep 6yaeT BbiCTynaTb B ponv 6ecnpoBOAHOro MOcTa mexay cobCTBEHHOW FTOKanbHOW CeTblo U yaa-
neHHoun GecnpoBogHon ceTbto. OgHOBpeMeHHO byaeT co3gaHa 6ecnpoBogHasa Toyka gocTyna gns 6ec-
NPOBOAHbIX YCTPOUCTB COOCTBEHHOW JTIOKANbHON CEeTHU.
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2.6.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBucbi» Bongute BO BKNagKy
«MacTtep HacTponku». [Ina co3gaHus goctyna pexuma paboTbl poyTepa, kak 6ecnpoBOAHOrO KIueHTa,
yCTaHOBWUTE TOYKY Mapkepa Ha 6rnoke Wi-Fi KnueHt (WC) n HaxxmuTe kHonky JAJIEE (PucyHok 2.6.1).

AP205M1

Craryc
Cucrema PexumM Mactepa HacTpomKu
Cepeucol BoibepUTe pexum HacTpoiiki
Wi-Fi naanmposwmx
Cetb
Poyrep (Rt)
Boiitn
S U S i S
o o o i A S S
Touxa gocryna (AP)
e o e i

PucyHok 2.6.1 — Mactep HacTpownku Wi-Fi knneHTa

2.6.2. B 6noke NlokanbHas ceTb (LAN), none3oBaTenbs MOXeT M3aMeHUTb |IP-agpec cBoero poytepa u
YCTaHOBUTb Anana3oH IP-agpecoB BblgaBaeMbix aBTOMAaTUYECKM, ANl YCTPOWUCTB B JIOKANbHON CETH.

AP205M1

= JlokanbHas cetb (LAN)
Crartyc
- TPOWCTEA B NOKANLHOM CeTH
Cucrema 1Pv4 agpec 15216811 e ywbnme: 105 16811
CepBucol or 100
" Yxaxute nya IP ecos.
o
- Konuecreo: 150
Wi-Fi naaknposuuk
Cetb
Knvnenr
Bewtu SSID SSID: "Roma”. Kawan: 9 v Touka ZOCTYNa AAR NOAKAIOUEHMA K COTH
SSID "Xerox™. Kawan 10
SSID: "Roma", Kawart. 9 n i
Koy SSID: “SomeNetwork_1". Kawan. 6 oRnG Aocive K WS
SSID: "KSN_0_Guest’. Kawan: 6
SSID: “39guest”. Kawan 8
SSID. "AIkBNev". Kawan 9
SSID: ™ Kawan: 11
SSID: “TP-Link_S1EA"; Kawan: 2
SSID: "Piose”. Kasan: 13
Touka poctyna (AP) SSID: "HP-Print.6C-Officajet Pro 8610". Kawan 2
SSID: "Keenetic-8917"; Kawan: 5
SSID. "Keenetic-0438". Kavan: 3
v
BERCN WS SSID. "ABS". Kawan: 1
Kawan Channel: 10, Frequency: 2.457 GHz v Howmep anana, Ha koTopom Gyset paborate A KaHan.
MouHocTs nepegatuma 14 dBm; 25 mW v Moupocrs . MOUHOCTS He XOpOLLEE KAUECTEO CHrHaNa.
Ukiasieia HT40 +  Onpeaeense nonockl NPONYCKaNwA. BOALLIAA LWHDIKA KA NMDEACCTABARET GOMBLIYIO CKOPOCTS, HO MeHbLLYH 34
P Manan WMpPiHa OBECHEUNBIET GONBLLIYIO AANBHOCTS NPH MENHBLIER CKOPOCTH,
SsiD my_access_point Va cern WiFi
Kniou password Napons goctyna k WiFi
Goron_ s

PucyHok 2.6.2 — Hactponka pexuma «Wi-Fi» KnueHT

2.6.3. B 6roke KnueHT BbIOepuTe U3 BhiNnagatoLLEero cnvcka onvkanime goCTyrnHble TOUKM JOCTyna U
BBeauTe naponb (Kntod) ansa nogknioveHns K BbiIOpaHHOM TOYKe AOCTyna.

2.6.4. B 6noke Touka poctyna (AP) nonb3oBaTenem ycTaHaBnNuBaeTCs MOLIHOCTb nepedaTyuka Wi-
Fi mogyns cBA3m, kaHan Ha koTopom bygeTt paboTaTb nepeaaTyvk U LWMPKUHY NOMNOCHI NPONYCKaHWs,
onpegensiemylo pacctosHueM mMexay poytepamu. Beegute nmsa Wi-Fi cetun, kK kotopon 6yayT nogknio-
YyaTbcsa becnpoBogHbIe YCTPOWCTBA, Bbibepute Tun WwWndpoBaHns 1 3aganTe naposb Ans AocTyna K Ba-
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wen Wi-Fi cetn. OnumoHansHO, MOXHO OTKNoUnNTL 6ecnposoaHon Wi-Fi Moaynb CBs3u, ecniv HeT Heob-
XOOUMOCTM B NoAKMoYeHnn 6ecnpoBogHbIx YCTponcTB (PucyHok 2.6.2).

2.6.5. 3akoHunB HacTpomnky, HaxmuTe kHonky NMPOBEPWUTb. [ns yaaneHus BblOpaHHbIX 3Ha4YeHWN
HaxxmuTe kHonky CBPOC. Nons ¢ KOppeKTHO BHECEHHBbIMU AaHHbIMU OyAYT BblAeNeHbl 3eMeHbIM LIBETOM
(PvicyHok 2.6.3). Mons He npolwewmve npoBepKy 6yayT BblAeneHbl KpacHbIM LBETOM UM OOCTYMHbI ANS
penaktupoBaHus. OKOHYMB HACTPOWKY coeauHeHus, HaxmuTe kHornky MOATBEPAOUTDL. [na oTkasa oT
BBEOEHHbIX AaHHbIX HaxkmuTe kHonky CBPOC. lNocne noarsepxaeHusl, cuctemon 6yaoyT npuMeEHEHbI
OaHHblEe N HACTPOWKM yKa3aHHbIe Nonb3oBaTenem

Craryc JlokansHan cetb (LAN)
Cucrema 1Pv4 agpec 19216811 fAPSCYCTRORCTSA 8 AoKamiiofl 4T
Cepsucobl
or 100
SCTQ INCIDe DHCP Yaxure nyn IP 3apecos

To-ymonuanme: Ot 100" Koawvecrso “150°

Wi-Fi nnawmp Konuecreo: 160

Cems
Kavenr

Beitu SSID SSID: "Roma’”; Kawan: 9 v TouKa AOCTYNa AR NORKNOHEHHR K CETH

Knou password Napons AocTyna k WiFi

Touka goctyna (AP)
Brmounts WiFl
Kanan Channel: 9. Frequency: 2.452 GHz ¥ Homep KaHana, Ha KOTOPOM BYAET PABOTaT NEPEAATUMK. PEKOMEHRYETCA WCTIOAL308aTS CBOBOAHSIA KaHaA,

MouyocTs nepegatunca 14 dBm: 25 mW ¥ MowpocTs NepeaaTumka. MaKciaabHas MOLMOCT M@ TADAHTUDYET XOPOWEee KaUeCTBO CHrHaia.

Weeita HT40 3 Onpeaenenue NOAOCH NPONYCKanMA. BONLUWAR WADUHA KAHANE NDEAOCTAEARET BOABLIYIO CKOPOCTE, HO MEHSLIYIO 33
& Mainas WwiphKa OBecneuueaeT BoMLUYIO AAALHOCT NP MEHLLIEH CKOPOCTH

SSID my_access_point Vna cervn WIFi
Tin wndposauia WPA2-PSK (CCMP) ¥ DHCP wim cratwueckwd IP 8 cerw nposaigepa
Knou password Mapons goctyna k WiFi

E=EEa)

PucyHok 2.6.3 — lNpoBepka BBeAEHHbIX AaHHbIX

2.7. Hactponka 6ecnpoBogHon Wi-Fi ceTu B pexnme «To4Yka gocTtyna»

B paHHOM pexume goctyn k cetn VHTepHeT GygeT npeocTaBnaTbCA Yepes BbILLIECTOSIWMA poyTep.
Poytep Oynet pabotate B pexvume mocTa (yONUHWUTENS) Mexay Monb30oBaTesNlbCKUMU YCTPOMCTBaAMU U
BbILLECTOSALLMM pOyTEPOM. ECnu BbilECTOAWMIA poyTep OTCYTCTBYET UMM HE HacTpPoeH Ha paboTy ¢ ce-
Tblo WIHTEepHeT, TO NOAKMIYEHUA MONb30BaTENbCKNUX YCTPOUCTB K ceTn VHTepHeT yepes Co3gaHHYIo
«TOYKYy gocTynay» He byger.

2.7.1. AsTopusyitecb B web-uHTepdeice poytepa. B Pasgene «CepBucbi» BonauTe BO BKMaaKy
«MacTep HacTpomkuy». [Ina co3gaHus TodkM gocTtyna K cetu VIHTepHeT yepe3 6ecrnpoBO4HOE MOAKITHO-
YeHMe yCcTaHOBUTE TOYKY mMapkepa Ha 6roke Touka moctyna (AP) n Haxwmute kHonky OANEE (Pucy-
HOK 2.7.1).
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AP205M1

Cratyc
Cucrema Pexum Mactepa HaCTpOﬂKM
Cepeuchl BoibepuTe pexum HacTponKu

Wi-Fi narmposumk

Cetb
Poyrep (Rt)

Bt Conzmmue

Wi-Fi Knuent (WC)

Coaganue AOKANMWOR CoTH AAR NPOROAMMX YCTPORCTE. AOCTYR K AOGMWOM CHTA NePed GACIPOROAMOR NOZEMENENME.

Pacempesme CyuecTaywmed CeTM SRR ROROAMAX W 6ECRPOROMAK YCTPOACTE. BOCTYT KX CYmeCTBYWGEA CETH 48Pe3 NPOBOANOE NORKACwENAE.

PucyHok 2.7.1 — MacTep HacTponku poyTepa B pexume TOUKM AocTyna

2.7.2. B 6noke Touka poctyna (AP) nonb3oBaTtenem ycTaHaBnuBaeTCa MOLWHOCTb nepegatyunka Wi-
Fi moayns cBsi3u, kKaHan Ha koTopom byaeT paboTaTb nepegaTyymK 1 LMPUHY NONOCHI MPOMYCKaHMUS,
onpegensemylo pacctostHueM mexay poyrepamu. Beegute umsa 6ecnposogHon Wi-Fi cetu (SSID), us
BblNagaloLlero MeHto Bolbepute Tmn WndpoBaHns SaHHbIX U BBeAWUTe naponb Ansa goctyna k Wi-Fi cetu
(PvcyHok 2.7.2).

AP205M1

Craryc Onucanue:
Cucrema B 3TOM pexxume ycTpoicTeo paboTaeT Kak Touka 4ocTyna. [IoCTyn K MHTEPHETY NpeAOCTaBAACTCA Yepe3 BbileCTORUA poyTep.
CepBucsbl .
— WameHeHus:

m Orxkmoueno Network Address Translation (NAT)

= Orxknoveno Dynamic Host Configuration Protocol (DHCP)
Wi-Fl nastmpomspn: Bce nopts! 6yAyT NepekaloyeHs! B PeXum MocTa.
WiFi nepexatounTca B pexum MocTa

Cetb
MNpumeuanve:
Buiiityn Hoswiit IP agpec ycTpoicTea 6yaer npeaocTagneH biwectoaumum poyrepom. MAC agpec atoro ycrpoicrea: 00:0¢:43:47:05:50

Touka aoctyna (AP)

Brmounte WiFl

Kawan Channel: 6; Frequency. 2 437 GHz *  HoMep Kaana, a KOTOPOM BY4ET paBoTaTh nep 5 A €BOBOAHLIA KaNan.
MouwHocTs nepegatumka 14 dBm; 25 mW. v M . MOWHOCTS He XOPOWee KIUECTBO CHTHana.
Whgpnasia HTa0 +  Ompegenenite NoNOCH MPONYCKaHWA. BONbWaR WHPHKA KAHANA NDEAOCTABARET GObLLYIO CKOPOCT, HO MeHbY]

Manan WMpHHa OBECHeUNBaET GOAbLLYK) ABMBHOCTS NP MEHbUISH CKOPOCTH.

SSID my_access_point Vs cern Wil
Tun widposanma WPA2-PSK (CCMP) ¥ DHCP wam cratnueckwit IP & ceTw nposaiaepa
Knrou password Napons gocryna k WiFi

=0

PucyHok 2.7.2 — HacTpoika Touku goctyna

2.7.3. 3akoH4MB HacTpowky, Haxmute kHonky NMPOBEPUTb. [na yaaneHus BbiGpaHHbIX 3HAYeHWI
HaxkmuTe kHonky CBPOC. NMons ¢ KOppeKTHO BHECEHHbIMM AaHHbIMK OyaAyT BbiAeNeHbl 3eNeHbIM LBETOM
(PvcyHok 2.7.3). MNMons He npoleawne npoBepky OyayT BblAeNeHbl KpacHbIM LIBETOM M OOCTYMHbI ANs
penaktupoBaHus. OKOHUMB HAaCTPOWMKY TOYKM AaocTyna, HaxxmuTe kHonky MOATBEPOUTb. [nga oTkasa oT
BBEAEHHbIX AaHHbIX HaxmuTe kHonky CBPOC. lNMocne noarBepxaeHus, cuctemon OyayT npyvMeHeHb!
OaHHble N HAaCTPOWMKM yKasaHHbIe Nnofb3oBaTenem
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AP205M1
Craryc Hacrpoiika yctpoictea "Touka goctyna”
(Cucrema Onucanue:
CepBucs! B 3TOM pexume yCTPOMCTBO paboTaeT Kak TouKa A0cTyna. loCTyn K MHTEpPHETY NPeAOCTaBAAETCA Yepes BLILECTOALMA poyTep.
Macrep HacTpoim WN3meHenns:
Wi-Fi naaumposunk OrkmoueHo Network Address Translation (NAT)
Orknouero Dynamic Host Configuration Protocol (DHCP)
CeTb Bce noprei ByAyT NepeknioyeHsl B PeXMM MOCTa,
WiFi nepekiounTca & pexum mMocra
Mpumeyanue:
Boivtn Hoseit IP agpec ycTpoiicTea GyaeT NpeaoCcTaBNeH BilECTOAWMM poyTepom. MAC aapec 310ro ycTpoiicTea: 00:0¢:43:47:05:50

Touka goctyna (AP)

Brarouurs WiFl v
Kawan Channel: 6; Frequency: 2437 GHz ¥ Homep Kanana, Ha KOTOPOM Syaer padoTars nep: 306¢ @ Kaman.
Mougocrs nepeaarumca 14 dBm. 25 mW. v M MOWHOCTS He XOpOee KAUECTBO CHrHana.

Wnpuea H e ooty B meigs AAmnocre v e hpacT | ConeU10 CXOPOCTS Ho Ve
SSID my_aceass_point Vima cern WiFi

Tun wnpposanna WPA2-PSK (CCMP) ¥ DHCP wan cratuueckwi IP & cetw npoeaingepa

Kmou password Napons goctyna x WiFi

PucyHok 2.7.3 — lNpoBepka BBeAEHHbIX JaHHbIX
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3. PYYHASI HACTPOWKA NMPOBOAHOIO NOAKNIOYEHUA K CETU UHTEPHET

Y6eguTtech, 4To Kabenb MHTEpHET npoBangepa nogkmodeH K WAN-nopTy Bawero poytepa. [Nogknto-
yYeHue K ceTn NHTepHeT 3aBMCUT OT TUMNa NPOTOKONa AOCTyna, Yepes KOTOpbIN NpegocTaBnAeTcs OOCTYn
nonb3oBaTtento.

MpumeyaHue — MNpu 3aknoyeHnn gorosopa ¢ MIHTepHeT-nNpoBangepom Ha okasaHwe ycryr 4ocTyna B
ceTb VIHTepHeT, MNMpoBanaep nepenaet nonb3oBaTtento MHGOpMaLMo, HEOBXOANMYIO NS NOAKMHOYEHMS K
cetn NHTepHeT:

o UcnonbsyeTtca ctatuyeckun IP-agpec (NOCTOSIHHbIN) U AMHaMmuveckun IP-agpec (DHCP
HasHavyaeMmbli aBTOMaTUYECKM).

e [lpotokon poctyna k cetn WHtepHeTr (PPPoE, PPTP, L2TP) npu ero nucnonb3oBaHuu B
npegocTaBneHnn goctyna.

e |P-agpec vnn pomeHHoe nms VPN-cepBepa npu nogkntodeHun yepes PPTP u L2TP.

o JloruH (MImsa nonb3osartens) u Maponb ansa goctyna B IHTepHeT.

e OcywectBndetca nu dunbtpaumss no MAC-agpecam, n kakon MAC-agpec Oyaget 3aperu-
CTpupoBaH y VIHTepHeT-npoBanaepa.

Hannuyme Tex unu nHbix NnapameTpoB OnpeaensieTcs TMNoOM NpoTokona gocTtyna k cetu. [pu Heobxo-

ONMOCTM 3TM napameTpbl MOXHO YTOYHWUTb B Cryxbe TexHuyeckon noadepxku Bawero WHTepHeT-

nposangepa.

3.1. NMoagkntoyeHue K UHTepHeTy no npotokony DHCP-knueHTa

Mpotokon DHCP — ceTeBoW NpOTOKON OMHAMWYECKOW HACTPOWMKM Y3na, NO3BOMSAOWMIA CEeTEBbIM
YyCTPOWCTBaM aBTOMaTM4ecku nonyyatb |IP-agpec n gpyrve napametpbl. HaHHbI NpOTOKOMN Mo3BonseT
n3bexaTb Py4HON HACTPONKM poyTepa N YMEHbLLNTE KONMYECTBO BO3MOXHbIX OLLMBOK.

AP205M1

MODEM1 MODEM2 LAN

Craryc
Cucrema v
NHtepdencel - WAN
Cetb
Modem Manager VIAN Hanp.
Wnurepgencut
Wi-Fi
Romyyatop O6wme HacTponKkm
DHCP 1 DNS
OcHoBHbI® HACTPONKK JlonoaHuTeNbHbLIE HACTPORKK Hactpoitku xasana HacTpoitku MexceTeeoro 3xpaHa
Wwmena xoctoe
MY » W CocrosHue 2" Yerpoicereo: eth0.2
Crannimcrite MapuIpyr Bpems paorsr: 2h 10m 47s
[AMarHochika MAC-appec: 00:0C:43:47:05:50

Monyuenne (RX): 31.35 MB (84000 Maketos)
Mepegava (TX): 88.50 MB (74958 MaxeTos)
1Pv4: 192.168.132.142/24

Mexcereson 3kpan

banarcupoeka WAN Tpaduk
Mporokon DHCP-knnewT v

Bty Wms xocta 8 DHCP-3anpocax AP205M1

HA3AJ K OB30PY COXPAHUTB U NMPUMEHUTD CBPOCUTB

PucyHok 3.1.1 — Beibop npoTokona goctyna DHCP-knneHT

3.1.1. AsTopusyntecb B web-uHtepdence poytepa. B Pasgene «CeTb» Bovante Bo Bknagky «WH-
Tepcpencbi» n Boidbepute BkNagky WAN. M3 Bbinagatowlero cnucka nNpoTOKONOB Bbibepute MpPOTOKON
nogkntovyeHnss DHCP-knueHT (PucyHok 3.1.1). 3atem Haxmute kHonky COXPAHUTb U MPUMEHUTD.

MpumeyaHue — MNMpoTtokon nogkntodeHus k cetu DHCP ycTaHoBneH B 3aBOACKMX HAcTponkax poytepa
no ymonyaHuwo. Ecnu Baw WHTepHeT-npoBanaep mcnons3yet npotokon DHCP ana npegoctaBneHus
poctyna B UHTepHeT, TO, ckopee Bcero VHTepHeT-coeanHeHne y Bac yxXe YCTaHOBMEHO B aBToMaTu4e-
CKOM pexume.

~21 ~



Web-uHtepdeinc poytepos KROKS. HacTtponka n ynpaeneHve

Mpumeyanne — WAN (Wide Area Network) — mobGanbHasi BblMUCIIMTENbHAS CETb, OXBaTbIBAKOLLAS

OonblMe TeppuTopmn 1 BKNtoYaroLwasa 60nbLIoe YMCo y3noB.

29 Hos16ps 2019 T.

3.2. HaCTPOﬁKa poyTepa, AnAa NoAKN4YeHUA K ceTn MHTepHeT UCNOJIb3yA NPOTOKOJ1 CO cCTaTUu4e-

ckum |[P-agpecom

3.2.1. AsTopusynTtecb B web-uHTepderice poytepa. B pasgene «Cetb» BonanTe BO Bknagky «UH-
Tepcencbi» n BbidepuTe Bknagky WAN. /3 Bbinagarowero cnucka npoTOKOJIOB BbiOEpUTE NPOTOKOST

noakntoveHuns Cratnyeckum agpec (PvucyHok 3.2.1).

Mpumeyanne — WAN (Wide Area Network) — 'mobGanbHasi BblMUCIIMTENbHAS CETb, OXBaTblBaOLLAs

oonblune TEPpPUTOPUN N BKIKOHaoLWada OonbLLOEe Yncro Yy350B.

AP205M1

Craryc
Cucrema

Modem Manager
VikTepdeicst

Wi-Fi

Komsmyratop

DHCP u DNS

Wmexa xocTos
Cratwueckue MapwpyTs!
Avarvoctaka
Mexcetesoit skpan

Banancuposxa WAN Tpadw

Buintn

MODEMv MODEM2  LAN
Nutepdenco - WAN

O6wue HacTpovku

OcHoBHbIE HacTPOMKH

Hacrpoiia

Cocronnue

3KpaKa

% Yerpoicrso: pptp-wan

Monyuenue (RX): 0 B (0 Maxeros)

: 0 B (0 Naxertoe)

Mepegaua (TX):
1Pv4: 192.168.132.142/24

Nporoxon PPIP
—=ll Cratwuecot anpec e
Cepeep VPN | DHCP-knwen -

Heynpaznaensit

Wma nonssoeatens PAP/CHAP

UMTS/GPRS/EV-DO
Dual-Stack Lite (RFC6333)

MAP / LWdover6

Mapons PAP/CHAP

464XLAT (CLAT)

1PV6 8 IPvé (RFC4213)
1Pv6 uepes IPv4 (tod)
1PV6 uepes IPv4 (6rd)
DHCPY6 xnitewt

HA3A[] K OB30PY

AstomaTuueckas Homenet (HNCP)

Modem Manager (mmi)

PPP
PPIP
PPPoE
PPPOATM
L21P
PPP0SSH

QMI coTossiit

COXPAHWTDL U NPUMEHATL

CBPOCUTD |

PucyHok 3.2.1 — Beibop npoTokona nogkmntoyeHns co ctatudeckum IP-agpecom

3.2.2.MNoaTteepanTe BbIGOp NpoToKona co crtatuvyeckum |IP-agpecom, Haxas kHonky UBMEHUTb
MPOTOKOIN, (PucyHok 3.2.2).

AP205M1

Craryc
Cucrema

Cetb
Modem Manager
Wurepdeircsr
Wi-Fi
KommyTatop
DHCP u DNS
Wmena xoctos
Cratiueckve MapwpyTs!
QAwnarsocTuka
Mexcereeoi sxpax

Banarcuposxa WAN Tpa

Buintun

WAN MODEM1 MODEM2 LAN

NuTepdencol - WAN

<
23

O6wume HacTporKku
OcHoBHbIe HACTPOMKM
CoctoaHue ‘5 Yerpoiucrso: pptp-wan
MNonyuenue (RX): 0 B (0 Naxetos)
Nepeaauya (TX): 0 B (0 MNaxertos)
1Pv4: 192.168.132.142/24
Mpotoxon CraTiseckui anpec v

K

B geficTEuTeNsHO XOTHT UsMeHYTS Ij VI3MEHWTS MIPOTOKON |l

HA3AQ K OB30PY

COXPAHWUTL U NPUMEHUTD

x

P s

CBEPOCUTL

PucyHok 3.2.2. — MNoaTeepaeHue BbiGopa NpoTokoa NnoaknioyYeHns co ctaTudeckum |P-agpecom
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3.2.3. Beegute napametpbl npotokona (IP-agpec, Macky noacetn, OcHoBHOM wnto3, NMpeanoun-
Taembln DNS-cepBep n AnbtepHatuBHbIn DNS-cepBep), BO Bknagky OcHOBHbIe HacTpomnku (Pucy-

HOK 3.2.3).

AP205M1

Wiena xoctos
Cratuueckie MapwpyTH
Auarvocraca
Mexceresoi kpan

Banancupoexa WAN tpadica

1Pvd-agpec

Macxa cerw IPvd

1Pvd-agpec wo3a

s VIAN any
Craryc R:
Cucrema
Obuwme HacTpomnku
Cems i
Wl Wi Ochoenwe HacTpOKK  [lOTIOMHTERLHIE HACTPORI  HacTpOWKM kanana  HacTPOMKM MEXCETeRoro Jxpana
Cocomme 2t ez
Bpewa pabore:: 1h 31m 22¢
Wi-Fi MAC-agpec: 00:0C:43:47:05:50
Monywenwe (RX): 26.07 MB (70421 Maxeros)
Kommyratop Mepegaua (TX): 87.74 MB (72033 Maxeros)
1Pv4: 192.168.132.142/24
DHCP  DNS

Cratusecrti aapec
192 168 13.120
2552552550

192.168.13.1

Wipokoseufrenswsii IPvd-agpec

Beitn Wcnonssosars coberelgmsie DNS cepsepa 192168131

8888

1PV maskdNguise At OTIINONEHO

IPv6-aapec
1Pv6-aapec waosa

IPVE Hanpasnenue Npedukca

1PV6 cydomke

PucyHok 3.2.3 — BBog HacTpoek npoTokona CoeAnMHeHUs Co cTatudeckum IP-agpecom

Mpumeyanue — Ytobbl gobaBuTb IP-agpeca Heckonbkux coBCTBeHHbIX DNS cepBepoB, HaxXmMuTe Ha
CMMBON «+» U B Kaxgon cTpoke BBeguTe IP-agpec. YToObl yaanutb cTpoku ¢ IP-agpecamu, Haxmute
CYMBOJ «X» B KOHLIE CTPOKMU.

3.2.4. B cnyyae ecnu npoangep Tpedbyetr MAC-agpec ons npefocTtaBneHns BO3MOXHOCTU MOAKITHO-
yeHust K MHTepHeTy, BO Bkraake JlononHuTenbHbIe HacTPOMKu ykaxmte MAC-agpec ceTeBoro aganrte-
pa BaLuero komnbtotepa (PucyHok 3.2.4).

AP205M1

MODEM1 ~ MODEM2  LAN
Craryc et
Cucrema -
utepdencsr - WAN
Cems
Modem Manager VIAN A Hanp.
Wurepdeics
Wi-Fi 06 -
Ve HaCTpoOuKu
Kowmmyrarop e P
DHCP u DNS OcHoBNusE HACTPORKN  [loNOMHMTE M NwE HACTPOMKM  HACTPORKH KaHana  HACTPOTIKH MEXCETEBOTO JKpaNa
Vnena xoctos 3anycrvms npn sarpyske @
CTaTueckne MapwpyTe!
2 BCTpoemNbiA 1Py v
Auarnocraxa
AxTvempoeats coeguene

Mexcetesoi skpan

Banascuporka WAN Tpadixa
Haswauuts MAC-agpec
V .

Buiitn Hasmaure MTU

Vcnons3oeaTs MeTDHEy W3S

DHCP-cepeep
OcroaHme HaCTpOAKM

1PV6 Hacrpoin

UrwopuposaTe wTepdenc ¥

HA3AR K OB30PY

COXPAHUTB U MTPUMEHWTL CBPOCHTH

PucyHok 3.2.4 — Beog MAC-agpeca ceTeBoro agantepa

3.2.5. lNocne BBOAa Bcex napameTpoB, HaxmuTe kHonky COXPAHUTb n MPUMEHUTD.
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3.3. Hactpoiika poyTtepa ana noagknioveHus Kk UHtepHeTy no npotokony PPtP (VPN)

3.3.1. AsTtopusyitecb B web-uHTtepderice poytepa. B pasgene «CeTb» BoviauTe BO BKnagky «UH-
Tepdencbi» 1 Bbibepute Bknagky WAN. M3 Bbinagarollero cnucka npoTOKONoB BbibepuTe MpOTOKON
PPtP (PucyHok 3.3.1) n HaxmuTe kHonky ASMEHUTb NMPOTOKOI, (PucyHok 3.3.2).

Mpumeyanne — WAN (Wide Area Network) — 'mobanbHasi BblUMCIIMTENbHAsS CETb, OXBaTbiBatoLLas
fonbLUne TeppuTOPMM 1 BKIOYaoLLas 60MbLIOe YMCIIO Y3NOB.

AP205M1
Granye Cwan ) MODEMI  MODEM2  LAN
Cucrema -
WHtepdencol - WAN
Modem Manager a RpcRRA SKKE MONETE W LLM 2 . : ; (Banp:
Wnrepdeircs:
Keisransp Obuue HacTpoukmn
DHCP 1 DNS OcHoenbie HacTpoikin  [lONOAHMTEALHBIE HACTPOMKM  HacTpOMKi kanana  HACTPOMKI MEXCETEBOro 3Kpana
Kpesaasos Cocroasme = Yerpoierso: pppoe-wan
Cramauecine MapupyTi Monysuue (RX: 0B (0 aceros)

epey
Avarsocruka 1Pv4: 192.168.132.142/24

Mexcereeoit skpan Npotoxon PPPOE

Banancupoeka WAN tpadux Cranwecann aapec
Viun nonssoearens PAP/CHAP | DHCP-xwewt
Heynpagnaensit
UMTS/GPRS/EV-DO
Dual-Stack Lite (RFC6333)
MAP / LW4overs
KOML@HTPATOp AOCTYNa | 464XLAT (CLAT)
I1Pv6 8 IPv4 (RFC4213)
1PV6 uepes IPvd (6tod)
1PV6 uepes IPv4 (6rd)
Vimn cyxGsi | DHCPVS knutent
AsTomarneecras Homenet (HNCP)
Modem Manager (mmi)
T ——————————————

7 Napons PAP/CHAP
Bt

] PPIP -
HA3AQ K OB30PY PPPoATM COXPAHWTB U NPUMEHUTDL X A CBPOCHTL
L21P
PPPoSSH
QM coTossit i

PucyHok 3.3.1 — Beibop npoTtokona nogkntoyeHus PPtP

AP205M1

WAN  MODEM1  MODEM2 LAN
Craryc OE

crerene Wntepdeiicsl - WAN

Cetb
Modem Manager ; vf. B oiie 2 a3e. e, s s e M JSHaeHWS BWGA WATEPOEAC. HOVE mp. t
Whrepdenco
Wi-Fi

O6wwume HacTponKu

Kommyrartop
DHCP v DNS OcHoBHbie HACTPOKM

i % #
Vmena xoctos Cocronnue “ Yerpoitcteo: pppoe-wan

Monyuenue (RX): 0 B (0 Maxetos)
MNepegaya (TX): 0 B (0 MNaxeTos)
IPv4: 192.168.132.142/24

Cratuueckue MapwpyTsi

Nnarxocruka
Mexcereeon skpaH Npotokon PPIP o
Banancuposka WAN Tpadmk —

Bil 4eACTEMTENLHO XOTUTE M3MEHNTL ‘ V3MEHWTL NPOTOKON ‘
NPOTOKON? M
Beintn

HA3AJI K OB30PY COXPAHWUTB U NPUMEHUTD PAHU CBEPOCUTL

PucyHok 3.3.2 — MNopTBepxaeHne Boibopa NnpoTokona noaknoveHust PPtP
3.3.2. B oTkphbiBLLIEMCH OKHe BBeanTe Umsa nonb3oBaTtens (floruH) u Maponb 13 goroBopa Ha okasa-

Hue ycnyr WHTepHeT-npoBangepom, IP-agpec VPN-cepsepa n Haxmute kHornky COXPAHUTb U
NMPUMEHUTDb (PucyHok 3.3.3).
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AP205M1

MODEM1 MODEM2 LAN

Craryc

WHtepdencol - WAN

Cucrema

Cetb
Wi-Fi -
s Obwwne HacTpovku

DHCP u DNS OcHOBHBIE HACTPONKM “ H ” 0 3KpaHa

Wmena xoctos Cocrommme ' Yerpoitcrmo: pptp-wan

Monywenne (RX): 0 B (0 Naxetos)
: 0 B (0 Naxeroe)

Crarwueckwe MapLIPYTHI Nepenaua (1)
1Pv4: 192.168.132.142/24

Awnarnoctvka
Mexceregon 3kpan Mporokon PPIP v

Banaricvpoeka WAN Tpadik
Cepeep VPN 192.168.1.10

Wma nons3sosatens PAP/CHAP Usre_name

Mapons PAP/CHAP Password D
PR OB20RY COXPAHUTB U MPUMEHUTL xPaHUTS || cBPOCHTL

Buitn

PucyHok 3.3.3 — BBog AaHHbIX Ans NpoTokona nogknioveHus PPtP

HQVIMG‘-IaHI/I — Ans OT06pa)KeHVI$| BBOAMMBIX Oa@HHbIX, HAXXKMUTE Ha |/|306pa>|<eH|/|e 3BE€3004YKN B KOHLIE
CTpPOKKM BBOOaA.

3.3.3. Bo Bknagke JononHuTernbHble HACTPOWKM YCTaHOBUTE ranodky ABTOMaTU4ecKoM aKTuBa-
LMKN cCoeanHEHUSI NPW NOAKIMOYEHMM B pa3beM kabens (PucyHok 3.3.4).

AP205M1

Craryc e B xe K0 wiTe
AN Hien BUg (hanp: <t

Cucrema
Cepsucol .
O6wwe HacTponku
Cetb
% OCHOBHMIE HACTPORKH  [lONONHMTE b HbIe HACTPORKA  HACTPORAKM MEXCRTEBOrO IKPaHa
oaem
Wi-Fi A BCTpOeHHbIA Py v
Kousyratop ATHBDORATS CORRMNENME ¥
DHCP » DNS
Vivewa xocros
Vienonssoeats wmos no ymomakmo @

Cratuueckue MapwpyTsi

arocTn
Alpoches Vicnos308aTs MeTPHKY W33

Mexceresoi 3xpan

Venonsosats oSuasnsentwse yatom DNS cepeepa @
Banarcuposxa WAN tpaduxa

Nopor owmBox 3xo-3anpocoe LCP

Bewtn
Wwrepsan sxo-3anpocos LCP

MpomexyTox spevens Gesaeicrenn

Hasuauure MTU

HA3AD K OB30PY COXPAHUTD & NPYMEHUTD | cspoc

PucyHok 3.3.4 — [lononHuTenbHble HAacTPOnKn Ansa npotokona PPtP

3.3.4. Bo Bknagke HacTtponka mexceTeBOro 3KpaHa npuKpenuTe 30Hy wan K HacTpanBaeMoMy WUH-
Tepdency (PucyHok 3.3.5) n HaxxmuTe kHonky COXPAHUTb U MPUMEHUTD.

~ 25 ~



Web-uHtepdeinc poytepos KROKS. HacTtponka n ynpaeneHve

AP205M1

Crartyc
Cucrema
CepBuCbl

Cetb

Mogem
Wi-Fi
Kommyrarop
DHCP 1 DNS
Wwmena xoctos
Cratueckue MapwpyTs!
Auarnoctuka
Mexcetegoi 3kpaH

Banancuposka WAN tpaduk

Buiitu

WAN  MODEM1  MODEM2 LAN

NHTtepdencel - WAN

Ob6uwme HacTponkm

OcHoBHbIE HACTPOWKM AononHnTensHbIe HaCTPOKK

Co34aTh / Ha3HaUNTL 30HY CETEBOTO |
3kpara ||

HA3AN K OB30PY

<
22

HacTpoiikin MexceTesoro kpana

iz 2 ) |

COXPAHUTD & NPUMEHUTD

29 Hos16ps 2019 T.

Hanp:

vt |[ cspoc |

PucyHok 3.3.5 — HacTpoika ceTeBoro akpaHa nogkniodeHums no npotokony PPtP

3.3.5. Hamu 6bin cosgaH nHTepdenc pptp-wan ond noaknioveHns k cetn MiHtepHet. Tenepb Heobxo-
OMMo co3faTb MHTepdenc Ans NOAKMIYEeHNst Kk cepBepy VIHTepHeT-npoBargepa. Ona atoro B pasgene
«CeTb» BoviguTe BO BkNagky «MHTepdpenchbl» n Haxmute kHonky JOBABUTb HOBbI UHTEP®EUC

(PwncyHok 3.3.6).

AP205M1

WAN  MODEM1 MODEM2 LAN
Cratyc
Cucrema o
WHTepdencol
Cepsucsbl
Nporokon: Cratuueckuit agpec
Cetb LAN Bpemsa paborsi: 3h 49m 40s
g MAC-agpec: 00:0C:43:47:05:50 _ 7 -
- v’b“l’ o) 0 SR NEPE3ANYCTUTb |  OCTAHOBUTL U3MEHUTb \ YOANUTD |
i MNepeaaua (TX): 95.37 MB (82517 Maxeros)
Wnrepdeircot 1Pv4: 192.168.1.1/24
Wi-Fi Npotokon: Modem Manager (mmi)
Monyuenue (RX): 0 B (0 Maketos) / . m JOATUT
Kowiaon Mlepopaua (TX): 0 B (0 Maxeros) MEPE3ANYCTUTL | OCTAHOBYUTH \ MANUTL \
Owmnbka: Connection attempt failed
DHCP v DNS
" Mporokoa: Modem Manager (mmi)
MeHa xocTos : S ——
Denysesme (130:0.8 (0 Haweroe) NEPE3ANYCTUTL | OCTAHOBHTH wavens (I
CraTuueckue MapupyTsi epsamia (8 0 A O Sxas)
Ownbra: Connection attempt failed
AvarsocTuka T
Mexceresoit 3xpar Toaysesme. (00:0 B (0 (aceran) NEPE3ANYCTUTb | OCTAHOBUTH vavernte (NG
Nepegava (TX): 0 B (0 Nakeroe) e Iy
Banawcuposka WAN tpadmk Ppip-wan Owmbia: Connection attempt failed
Buiitn
OCHOBHble HaCTPOWKK ceTu
IPv6 ULA-Prefix auto

PucyHok 3.3.6 — CosgaH HoBbIN MHTepdenc pptp-wan

3.3.6. Cosparite Uma HoBoro mHTepdperca ans nogknoveHns Kk cepeepy WMHTepHeT-npoBangepa,
Hanpumep man. B 3aBucnmocTu ot Trna IP agpeca Bbibepute Ctatuveckum agpec unm DHCP-knueHT
(ouHamunueckun). Bkrounte uHTepderic, BbibpaB B BbinagawweM okHe eth0.2 u HaXmuTe KHOMKy

NOATBEPAUTDL (PucyHku 3.3.7 1 3.3.8).

Mpumeyanne — MAN (Metropolitan Area Networks) — ceTn macwtaba ropoaa.
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AP205M1

Craryc o
Co3gatb nHTepdenc
Cuctema
Cepsucsl
CeTb Wma Hoeoro unTepdeirca Man
" BHUMaHMe: AMHa UMeHn
Beitn MHTEPOONCA M akcimansHan AnnHa MMeHn aenser 15 cume
Mp HOBOTO 7 Cratuueckuit anpec v
Co343aTb MOCT Hag HECKONBKAMM
uHTepdencammn
BrAtouNTS CreayIoUMA uHTepdeic 1 eth0.2 _J

PucyHok 3.3.7 — Co3sgaHuve nHtepdperica man co ctatmdeckum IP-agpecom

AP205M1

Craryc "
Co3gatb nHTEpdenc
Cucrema
CepBuChbl
CeTb Wma Hoeoro unHtepdenca man
" Brumanue: 4amHa nmesn
Beintn VHTEPOeNCa \akcumanssad an AMEHM COCTaBNRET 15 CUMBONOE, BKAIOUAR NPEdUKS ABTOMATUHECKOTO NPOTOKOA
Mpotoxon Hoeoro uktepdeirca DHCP-xnment id
Co34aTh MOCT Hag HECKONBKMMMU
uHTepdencamm
BratounTs cregyroumin uktepdenc 1 eth0.2 _v_l

PucyHok 3.3.8 — Co3gaHue nHtepdenca man ¢ guHammdeckum IP-agpecom

3.3.7. Ecnu y Bac npotokon nogknodeHus PPtP co ctatudeckum IP, B OTKpbiBLUEMCH OkHe (PucyHok
3.3.9) Bo Bknagke OCHOBHble HAaCTPOWMKK BBeAUTE NapameTpbl NnpoTokona (IP-agpec, Macky noaceTwm,
OcHoBHOM wnto3, LlUupokoBewartenbHbin IP-agpec 1 npu Heobxoaumoctn |P-agpeca DNS-
cepBepoB).

3.3.8. Bo Bknagke flononHuTenbHble HacTporku (PucyHok 3.3.10) ycTaHOBMTE ranoyvky aBTomaTu-
YeCKOW aKTMBauuKn coeamHeHus, n ecnu Tpebyetcs, Beeante MAC-agpec ceTeBoro agantepa Ballero
KOMMbloTepa.
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Craryc
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Cepsucbl
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Nonywenwe (RX): 0 B (0 MaxeTos)
Mepegaua (TX): 0 B (0 Naxeros)

Cramecrnil agpec
192.168.13.120
255.255.255.0

192168.131

192168131

HacTpofikn MEXCETeRoro 3paa

oTHIONEHO

AP205M1
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PucyHok 3.3.9 — OCHOBHbIE HACTPOWKM MHTepderica man co ctatudeckum |P-agpecom

AP205M1

Craryc
Cucrema
CepBucol

Cems
Mogem
Viurepdencu
Wi-Fi
Kommyratop
DHCP u DNS
Vmera xoctos
CraTMueCKie MapWPYTH!
[AvarHocTvka
Mexcetegon sxpan

Banancupoexa WAN Tpadinc

Beintn

WAN  MODEM1 MODEM2  LAN

Wutepoencel - MAN

O6uwue HacTpoOMKu

OchoBHb® HACTPORKA  flonoAmuTensHbie HACTPORKA | HACTDOMKM Kanana
3anycTute npu sarpyske ¥

cnos308ats BcTpoennsiit IPV6- ¥
MeHeXMeHT

ATienpoeaTs coegmnenne ¥
Hasnaunts MAC-agpec
Haswaunre MTU 1500

Vcnonssosats wetpucy wmoss 0

DHCP-cepsep

DHCP-cepeep we HacTpoen gan | HACTPOUTH CEPBEP DHCP
31010

HA3AL K 0630PY

HaCTpoRi MEXCETesoro HKpaka

XPAHUTD & NPUMEHMTL | ISR

| CBPOC ‘

PucyHok 3.3.10 — [lononHuTenbHble HAaCTPOVKM MHTEpenca man co ctatudeckum IP-agpecom

3.3.9. Bo Bknagke Hactpomka kaHana Bbibepute nHtepdenc eth0.2, (PucyHok 3.3.11).
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AP205M1

WAN  MODEM1  MODEM2  LAN
Craryc

Cucrema

NHTepdencel - WAN
Cepeuchbl
Mogem

Obwwue HacTponku

Wi-Fi

Kommyratop OcHoeHble HacTPOHKM BononHuTensHbie HACTPOMKK Hacrpoitku kanana HacTpoiiku mexceTesoro sxpaxa
DHCP v DNS Wntepdenc 5¥ eth0.2 _]

Wmena xoctos

Cratmueckue MapuwipyTe!

F— FASAR K 05307 v | [cepoc |
MexceTesoi 3kpaH

Banancupoeka WAN Tpadux

Beintu

PucyHok 3.3.11 — HacTpoiika kaHana co ctatudeckum IP-agpecom

3.3.10. Bo Bknagke Hactpownka ceTeBoro akpaHa ycraHoBute 3oHy wan (PucyHok 3.3.12). Beinon-
HWB BCe HacTpoWkn, Haxxmute kHonky COXPAHUTb U MPUMEHUTb.

AP205M1

Cratyc WAN  MODEM1  MODEM2  LAN

Cucrema

CepBucbl

NHTtepdencel - WAN

T
B ¢

Cets sy b i R AN B ToIOKE WOMETE W ;7o VAN ok ‘wan|
Mogem

Héropdeficn Obwue HacTpoKm
Wi-Fi
OCHOBHbIE HACTPORKN JononrnTensHble HacTPOKN HacTpoiku kaHana HacTpoikm MexXceTeoro KpaHa

warc %8 || modernt:o2 Jmoderz-z I J

Kommyrarop

Co34aTe / Ha3HaUNTs 30HY CETeBOrO |y =
DHCP u DNS A Y an wan: |

Wwmena xocros
Cratnueckue MapwpyTs! A3NTs 3TOT MHTEPOEAC 13 30HS ¥ 33N0NHMTE NONe 03437k, 4100 eAeNUTs HOBYH 3
AuarHoctuka

Mexcereson 3kpaH

Banarcuposka WAN tpaduk HA3AJ K OB30PY COXPAHWTD & NPUMEHUTD | IS b ‘ CBEPOC

Buitn

PucyHok 3.3.12 — HacTpolika 30Hbl MEXCEeTEeBOro akpaHa

3.3.11. Ecnu y Bac npoTokon nogkrnodeHus PPtP ¢ auHamunyeckum IP (DHCP-knueHT) B Bbinagato-
wem cnucke BblbepuTe Tun npotokona DHCP-knueHT n Haxmute kHonky COXPAHUTb U MPUMEHUTDb
(PvcyHok 3.3.13).

Mpumeyanne — YToOblI U3MEHUTL UMW YOANUTbL Kakon-nmbo 13 MHTEPEENCOB, aBTOPU3yNTeChL B web-

uHTepdelice poytepa. B pasgene «CeTb» Bonaunte BO Bkragky «UHTepdencui» (PucyHok 3.3.6) u uc-
NMonb3ynTe KHOMKK crpaBa OT BbIOpaHHOro nHTepgenca.
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AP205M1

Craryc
Cucrema
CepBuChbl

Cetb
Mogem
Virepdeiics:
Wi-Fi
Kommyratop
DHCP u DNS
Wnena xoctos
CraTueckue MapuipyTst
AuarkocTika
Mexcereeoit 3kpan

Banancuposxka WAN Tpadmx

Buitn

MAN MODEM2 WAN LAN

WHTepdencol - MAN

Obume HacTponKu
OCHOBHBIE HACTPOIKM

Cratye

Mporoxon

Bel AEACTBUTENILHO XOTHTE M3MEHNUTE
n

poToKoA? -

DHCP-cepeep

DHCP-cepaep we HacTpoex 4
Sroro

MODEM1

#* Yerpoitcreo: eth0.2
Bpema paborer: Oh Om 50s
MAC-agpec: 00-0C:43:47:05:50
Monyuenue (RX): 153.31 KB (1167 Maxetoe)
Mepeaaua (TX): 896 B (8 Naxetos)
1Pv4: 192.168.13.120/24

DHCP-knuext

WU3MEHWUTL MPOTOKON

HACTPOWTL CEPBEP DHCP |

HA3A K OB30PY

COXPAHWTD & NPUMEHUTL

[ cspoc |

PucyHok 3.3.13 — HacTtponku nHtepdeiica man ¢ guHamudeckum IP-agpecom

3.4. Hactpouka poyTtepa ansa nogknioveHus Kk UHTepHeTy no npotokony L2TP (VPN)

3.4.1. Astopusyitecb B web-uHTtepderice poytepa. B pasgene «Cetb» BoviauTe BO Bknagky «UH-
Tepdenicbi» 1 Boibepute Brknagky WAN. M3 Beinagarowlero cnucka NpoTOKONOB BbiGepute MpoTOKOM
L2TP (PucyHok 3.4.1) n HaxmuTe kHonky ABMEHUTb MPOTOKOI, (PucyHok 3.4.2).

Mpumeyanne — WAN (Wide Area Network) — 'mobanbHasi BblMUCIIMTENbHAsS CETb, OXBaTbiBatoLWas
Gonblune TeppuUTOPUM U BKNOYaoLLas 60MbLLIoe YUCO Y3NoB.
AP205M1

Crartyc
Cucrema

Cere
Modem Manager
Vnrepdeicu
Komwyratop
DHCP v DNS
Wwmena xoctos
Cramaueckie MapwpyTst
AuarrocTuxa
Mexcereeon skpau

Banancupoeka WAN Tpadmx

Beiity

MODEM1 MODEM2  LAN

NHTepdencol - WAN

Obuwue HacTponku
OcHOBHBIE HACTPORKY

Cocronmue

AoNOAHUTENLHBIE HACTPORKIA

Hacrpoitxu xanana

1 Yerpoircrso: eth0.2

Bpemsn paorer: 2 24m 565
MAC-agpec: 00:0C:43:47:05:50

Monyuenie (RX): 37.15 MB (95647 Maxetos)
Mepegava (TX): 89.72 MB (79429 Maxeros)
1Pv4: 192.168.132.142/24

Mporoxon DHCP-cnwest

HacTpORKn MEXCETeB0r0 3Kpana

Cramuueciont agpec

Wma xocra 8 DHCP-3anpocax

DHCP-xnuent

Heynpaanaeusiit
UMTS/GPRS/EV-DO
Dual-Stack Lits (RFC6333)
MAP / LWdoverb

HA3AL K O630PY

464XLAT (CLAT)

IPv6 8 IPv4 (RFC4213)

1PV6 uepes IPv4 (6tod)

IPV6 yepes IPv4 (6rd)

DHCPV6 xnment

Agromatuvecras Homenet (HNCP)
Modem Manager (mmi)

PPIP
PPPOE
D

T ————>

QMI coToswit

COXPAHUTD U NPUMEHUTL

CBPOCHTL

PucyHok 3.4.1 — Beibop npoTokona nogkntoyexHms L2TP
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AP205M1

Cratyc
Cuctema

Cetb

Modem Manager
Wi-Fi
KommyTatop
DHCP v DNS
Wwmena xoctos
Cratuueckue MapupyTe!
[Avarvocika
MexceTeeo 3kpaH

Banancupoeka WAN Tpadux

Bewtun

WAN MODEM1 MODEM2 LAN

WHtepdencel - WAN

O6uwue HacTporku
OcHOBHbIE HACTPOKM

Cocromnme 3 Yerpoictao: eth0.2
Bpema pabors: 2h 37m 31s
MAC-agpec: 00:0C:43:47:05:50

Monyuenne (RX): 37.54 MB (99518 Maxetos)

Mepeaava (TX): 89.79 MB (8009
I1Pv4: 192.168.132.142/24

Mporokoa L2TP

5 Maxeros)

HUTL NPOTOKON

Boi geicTenTensHO xotuTe usmennts || ¥

HA3AL K OB30PY

COXPAHUTD U NPUMEHATD

CBPOCUTDL

PucyHok 3.4.2 — MNMopTteepxaeHne Boibopa npotokona L2TP

3.4.2. B oTkpbiBLEMCA OKHe BBeanTe Umsa nonb3oBaTtens (JlornH) u Maponb 13 goroBopa Ha okasa-
Hue ycnyr WHTepHeT-npoBavgepoMm, IP-agpec L2TP-cepsepa u Haxmute kHonky COXPAHUTb U
NMPUMEHUTb (PncyHok 3.4.3).

Mpumeyanue — [1na otobGpaxeHns BBOAUMbIX AaHHbIX, HOXXMUTE Ha M300pakeHne 3Be304KN B KOHLE

CTPOKM BBOAA.

AP205M1

Craryc
Cucrema

Cetb

Modem Manager
Wi-Fi
Kommyratop
DHCP 1 DNS
Wmena xocroe
Cratwueckue MapwpyTs!
AvarkocTka
Mexceregon 3kpan

Banancupoeka WAN Tpaduk

Bulnti

WAN MODEM1 MODEM2 LAN

NHTtepdencol - WAN

O6wme HacTporku

VIAN

OcHOBHbIE HACTPOMKN - H

Cocrosume "0 Yerpoicrso: [2tp-wan

0 3KpaHa

Monyuenue (RX): 0 B (0 Maxeroe)

Mepeaaua (TX): 0 B (0 Naxetos)
1Pv4: 192.168.132.142/24

Nporokon L2TP
L2TP-cepgep 192.168.13.120
Vima nonbsosarens PAP/CHAP User_name

Napons PAP/CHAP Password

]

HA3AZ K OB30PY

COXPAHWTb U NPUMEHUTD

CBPOCUTL

PucyHok 3.4.3 — Beog HacTpoek npoTtokona L2TP nogknioveHus

3.4.3. Bo Bknagke JononHuUTenbHbIE HACTPOMKM YCTAHOBUTE ranodky ABTOMaTU4eCKOM aKTUBa-
LUN COedVHEHNsI NMPU MOAKIIYEHNM B pa3beM Kabensa n HasHadbTe 3HadveHve MTU pasHoe 1460

(PucyHok 3.4.4).

Mpumeyvanne — MTU (maximum transmission unit) — MakcMmarnbeHbI pa3mep nonesHoro 6mnoka gaH-
HbIX OAHOrO NakeTa, KOTOPbIN MOXeT ObITb NepedaH NpoTokonom 6e3 dparmeHTaumm.
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AP205M1

WAN MODEM! MODEM2 LAN
Crartyc
Cucrema =
WHTtepdencol - WAN
Cepsucbl
Cetb VLAN. uanp.
Mogem
Wurepdencu ~
il Ob6Lue HacTpomKu
Wi-Fi
— Ocroarbie HacTpoitKi oo
DHCP u DNS 3anycrums npu sarpyske @
Wsseuamocron Vcnoas3oeats ectpoenisii IPY6- @
MEHEAKMEHT
Cratuueckue MapwpyTe
AKTsuposaTe coeaurere @
Awarnocruca AKSupossTL cospsee B
Mexcereson kpa &
Nonyuesue IPv-agpeca AsTouaTiiech: v

Banancupoeka WAN Tpadux

Vicnons308ats wiakos no ymonuanmo @

Buitn
Wcnons3osats meTpuxy warsa O

Wcnonssoeats oGeasanemsie yanom ¢
DNS cepeepa

Haswaunrs MTU_ 1460

HA3AZ K OB30PY

COXPAHUTD & NPUMEHUTD

CBPOC

PucyHok 3.4.4 — [lononHuTenbHble HAaCTPonkK npoTtokona L2TP

3.4.4. Bo Bknagke HacTpomnka mexceTeBOro 3kpaHa rnpuvkpenute 30Hy wan K HacTpauBaeMoMy WH-

Tepdency (PucyHok 3.4.5) n Haxxmute kHonky COXPAHUTb U MPUMEHUTD.

AP205M1

WAN  MODEM1 MODEM2  LAN

Craryc

Cucrema

CepBuchbl

WHTepdencel - WAN

<
-

CeTb

Mogem

Wi-Fi Obuwue HacTponkm

KommyTatop

OcHOBHbBIE HACTPOKM AONoNHUTEALHBIE HACTPONKN HacTpoitku mexceTeeoro IkpaHa

DHCP u DNS

Wmena xoctoe

C034aTh / Ha3HaUNTE 30HY (e;s;g’:g H‘_‘,l \‘@T:rn' u modem: &2 lu modemd: g8 E ﬂj

Cratuueckue MapwpyTs! a KOTORYIO Bl XOTUTE MPUKPENUTE K 3TOMY MHTepdei

Avarroctuka DUKPENUTE K HE# ITOT nHTepden
Mexceregon 3kpaH

Banancupoeka WAN Tpaguk
HA3AM K OB30PY

COXPAHWTD & NPUMEHUTL

Beintn

) (e

PucyHok 3.4.5 — HacTtpolka ceTeBoro akpaHa nogkrodeHms no npotokony L2TP

3.4.5. Hamu 6bin co3gaH nHTepdenc |12tp-wan gnsa nogkrnodeHnst k cetm MHtepHeT. Tenepb Heobxo-
OMMo co3faTb MHTepdenc Ans NOAKMIYEeHNst K cepBepy VIHTepHeT-npoBaragepa. Onsa aToro B pasgene
«CeTb» BoMauTe BO BKNaaky «UHTepdenchi» 1 Haxmute kHonky JJOBABUTb HOBbIA MUHTEP®EWUC

(PvcyHok 3.4.6).

~32 ~



Web-uHtepdeinc poytepos KROKS. HacTtponka n ynpaeneHve

29 Hos16ps 2019 T.

AP205M1

Cratyc
Cucrema
Cepsucel

Cetb

Mogem
Wi-Fi
Kommyratop
DHCP v DNS
Wmena xocroe
CTaTMueckne MapLupyTsl
AuarHocuka
Mexcereeoi axpan

banancupoeka WAN tpaduk

WAN  MODEM1  MODEM2 LAN

WHTepdencol

Mporokon: Cratuueckuit agpec
LAN Bpema pa6orsi: 2h 20m 24s
o MAC-agpec: 00:0C:43:47:05:50
=) Monyuenue (RX): 3.36 MB (27513 Naxetos)
brlen Nepegaua (TX): 46.90 MB (46397 Naxeros)
1Pv4: 192.168.1.1/24

Mporokon: Modem Manager (mmi)
Monyuenne (RX): 0 B (0 Naxeroe)
Mepegaya (TX): 0 B (0 Nakeroe)
Ownbka: Connection attempt failed

Mporokon: Modem Manager (mmi)
Monyuenne (RX): 0 B (0 Maketos)
Mepegaya (TX): 0 B (0 Makeroe)
Owmnbka: Connection attempt failed

Mporokon: L2TP

Monyuenue (RX): 0 B (0 Maxeroe)
Mepegaya (TX): 0 B (0 Nakeroe)
Ouwmbka: Network device is not present

2tp-wan

OCHOBHbIE HaCTPOWKW CeTn

IPv6 ULA-Prefix auto

NEPE3ANYCTUTL

NEPE3ANYCTUTL

NEPE3ANMYCTUTH

NEPE3ANYCTUTDL

OCTAHOBUTL

OCTAHOBUTb

OCTAHOBUTL

OCTAHOBUTD

e

oo ST
oo T

PucyHok 3.4.6 — Co3fgaH HoBbIN MHTepdeiic 12tp-wan

3.4.6. Cosparite Uma HoBoro mHTepdperca ana nogknoveHns Kk cepsepy WHTepHeT-npoBangepa,
Hanpumep man. B 3aBucumocTtn ot Tuna IP agpeca Boibepute CtaTtuyeckun agpec nnv DHCP-knueHT
(amHamuyecknn). Bkniounte wHTepdpeiic, BbibpaB B Bbinagawowem okHe eth0.2 n HaxmuTe KHOMKY
NOATBEPOUTDL (PucyHkun 3.4.7 n 3.4.8).

Mpumeyanune — MAN (Metropolitan Area Networks) — ceTn macwtaba ropoga.

AP205M1

Craryc
Cuctema
CepBucsl

Cetb

Bowtn

Co3patb nHTEpdenc

Wma Hoeoro uHTepdenca Man

BHUMaHME: A0nHa MMERN

UHTEPOENCA M akcymansHas AAnHa MMeHy

Npotokon Hoeoro uHTepdeica CTaruueckuit agpec

Co34aTb MOCT Hap HECKONBKAMM
unTepdencammn

BRAIOUNTL Creaylown unTepdeic 2 eth0.2

OTMEHUTL

PucyHok 3.4.7 — Co3gaHue nHtepdeinca man co ctatudeckum IP-agpecom
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AP205M1

Craryc
Cucrema
CepBucsl

Cetb

Buintn

Co3patb nHTEpdEnc

Wma HoeOro nHTepdeiica man,

BHUMaHME: AMH3 UMEeHM
nHTepdenca |

Mpotoxon Hoeoro untepdeirca DHCP-ument

Co34aTh MOCT Hag HECKOABKMMM
uHTepencammu

BratounTs creayiouuit ukTepdeic X eth0.2

OTMEHUTb

PucyHok 3.4.8 — Co3gaHne uHTepderica man ¢ gMHamudeckum IP-agpecom

3.4.7. Ecnu y Bac npoTtokon nogkntoveHus L2TP co ctatnyeckum IP, B oTKpbiBLEeMcS okHe (PucyHok
3.4.9) Bo Bknagke OCHOBHbIe HAaCTPOWMKM BBeaUTe napameTpbl npoTokona (IP-agpec, Macky noaceTwm,

OCHOBHOM U033,

cepBepoB).

LLnpokoBelaTenbHbIN

IP-agpec 1 npu HeobXxoAUMOCTU

IP-agppeca DNS-

3.4.8. Bo Bknagke fononHutenbHble HacTpouku (PucyHok 3.4.10) ycTaHOBWTE ranoyky aBToMaTu-
YecKoW aKkTMBauuu coeguHeHus, u ecnu Tpebyetcs, seeaute MAC-agpec ceTeBoro aganTtepa Ballero

KOMMbtoTepa.

Craryc
Cucrema
CepBucsl

Cetb

Mogem
Wi-Fi
Kommyratop
DHCP u DNS
Wwmena xocTos
Cratuecxie MapuwpyTst
Lnarwocrika
Mexcetesoit 3xpan

Banancupoeka WAN Tpadux

Boitu

VIAN

O6wue HacTpovikm

OcHoBsbie HACTPORKKA  [ONONHTEMbHAE HACTPORKA  HacTPORKN Kanana

Cratye 1 Yerponerso: eth.
Tonyuense (RX):
Mepegava (TX): 0

Mpotokon Cramisecri agpec
1Pvd agpec 192.168.13.120
Macka cerw IPv4 2552552550
1Pvd-agpec wniosa 192 168 131
WipokosewaTensHbih IPvd-aapec

Mcnons3osate cobcTeennpie DNS 192168131
cepsepa

.2
0 B (0 Naxetos)
B (0 Naxeroe)

AP205M1

sany

HacTpoiiK MeXCETeRoro xpana

IPV6 HasHauenme gammel  OTHMONEHO

IPvé-agpec
IPv6-agpec wmosa

IPV6 Hanpasnenve npeduxca

1Pv6 cydppuce !

PucyHok 3.4.9 — OcHOBHble HACTPOWKKM UHTepdenca man co ctatudecknm IP-agpecom
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AP205M1

WAN  MODEM1  MODEM2  LAN

Craryc
Cucrema -
Wutepoencel - MAN
CepBucbl
Cemb R iy B Tanca ocome (i T VLAN i oS TN (gt
Mogem
BTN O6uwve Hacpoiiku
Wi-Fi
Konianyseiop OCHOSHSIE HACTPORKM LONOAHUTEALHLIE HACTPORKI POAKN KaHaNS - Skpana
DHCP 1 DNS 3anycruTe npw 3arpyske @
Vivena xocros Mcnons30eaTs BcTpoennsii IPV6- @
MeHeLXMeHT

CTaThuecKue MapwpyTs!

AxTiEHpOaTs COeanHense ¥

AvarrocTika ikt bl St oottt Sk
Mexcereeoi sxpau

HaswaunTs MAC-aapec

Banarcupoexa WAN rpadux LT NS

Haswauure MTU 1500

Beivitn Wcnons308ats MeTpuky waosa

DHCP-cepsep

DHCP-cepaep we wactpoer gan | HACTPOUTH CEPBEP DHCP
aroro

HA3AZL K 0B30PY COXPAHI TIPUMEHUTL XPAHY | CBPOC ‘

PucyHok 3.4.10 — JjononHuTenbHble HACTPOMKM UHTEpdenca man co cTtatudecknm IP-agpecom

3.4.9. Bo Bknagke Hactpomka kaHana Bbibepute nHtepdenc eth0.2, (PucyHok 3.4.11).
AP205M1

WAN  MODEM1 MODEM2  LAN
Crartyc

Cucrema

CepBuchbl

NHTtepdencel - WAN

Cetb

Mogem

Obuwme HacTpovikm

Wi-Fi

OcHogrble Hacrpoitku kaHana HacTpoiiku mexceTesoro skpaxa

Kommytarop
DHCP 1 DNS Wntepoeic B eth0.2 __]

Wmena xoctos

CraTiueckve MapuwpyTs!

MexceTeson 3kpaH

Banancupoeka WAN tpaduk

Beintun

PucyHok 3.4.11 — HacTpolika kaHana coeguHeHus co ctatnyeckum IP-agpecom

3.4.10. Bo Bknagke HacTpomnka ceTeBoro akpaHa yctaHoBute 3oHy wan (PucyHok 3.4.12). Beinon-
HUB BCe HacTpounkn, Haxmute kHonky COXPAHUTb U NPUMEHUTDb.
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AP205M1

Cratyc WAN  MODEM1  MODEM2 LAN

Cucrema

NHTtepdencel - WAN
CepBuchbl
Cetb ; : ‘

Mogem

Herropdefion O6uime HaCTPOMKM
Wi-Fi

Kommyrarop

<
2 S

OcHoBHbie HACTPOAKM  [lONONHUTEALHbIE HACTPOKM  HacTpoiku kaHana

Wwmena xoctos

Cratuveckie MapwpyTs!

Avarvocraxa
Mexceteeoi 3kpan

Banancuposka WAN Tpaduk HA3AJ K OB30PY

Buivitn

DHCP v DNS C034aTh / Ha3HaUUTe 30HY ce;:psg;g *[ wan: 5B “ modem’: ;- “ e B l ,,‘ J

Hacrpoitkm mexceresoro kpaHa

COXPAHWTD & NPUMEHUTD | ISR

Hanp.

WTE ‘CEP(,‘,C

PucyHok 3.4.12 — HacTpoika 30HbI MeXCceTeBOro akpaHa

3.4.11. Ecnm y Bac npotokon nogkntoyenns L2TP ¢ guHamudeckum IP (DHCP-knueHT) B BbiNagato-
wem cnuvcke BbibepuTe TMn npoTokona DHCP-knueHT 1 HaxMute kHonky COXPAHUTb U MPUMEHUTD

(PvcyHok 3.4.13).

MpumeyaHune — YTobbl N3MEHNTb UNK yaanuTb Kakon-nnbo n3 nHTepderncos, aBTopmusyntecb B web-
uHTepdpelice poytepa. B pasgene «Cetb» Bongnte BO Bkagky «UHTepdencui» (PucyHok 3.4.6) u uc-

Nnonb3ynTe KHOMKK cnpaBa OT BblIOpaHHOro nHrepgeca.

AP205M1

MAN MODEM2 WAN LAN  MODEM1
Craryc

Cucrema
CepBuChbl

WHtepdencel - MAN

Mogem

Wi-Fi

Obume HacTponKu

OcHoeHbIe HACTPOKN
Kommyratop
DHCP » DNS Cratyc * Yerponcrso: eth0.2

pemsa paboter: Oh Om 50
Wwmena xoctos MAC-agpec: 00:0C:43:47:05:50

Cratuueckue MapwpyTLI Mepega
1Pv4: 192.168.13.120/24
Avarnocruka

Mexceregoit akpan Npotoxon DHCP-«nvent

Coie WHTepdein b JoKe MOXETe W 7 VIAN

Monyuenue (RX): 153.31 KB (1167 Maxetoe)
ua (TX): 896 B (8 Maxeros)

Ganmcuposxa WAN Tpadwc Bul AEACTBUTEALHO XOTUTE M3MewwTs | M3MEHVTE MPOTOKON
npotokon? - -

Buitn

DHCP-cepeep

DHCP-cepeep we wactpoen ana | HA Tb CEPBEP DHCP
31010

HA3AN K OB30PY

COXPAHUTD & MPUMEHUTL

[ cspoc |

PucyHok 3.4.13 — HacTtponku nHtepgerica man ¢ guHamudeckum IP-agpecom

3.5. Hactpoiika poyTepa ansa nogknto4veHus kK UHTepHeTy no npotokony PPPoE
Mepen Hayanom HaCTPOMKM MopkntoyeHus k cetn UHTepHeT no npoTtokony co PPPoE HeobGxogumo

3HaTb JlorvH v MNaponb Ana nogkoyeHus.

Mpumeyanue — B 3aBncumocTun oT TpeboBaHui VIHTEpHET-NpoBanaepa, HEKOTOPbIE AaHHbIE U3 CMCKA

MOryT He NOHaA06UTLCS NPY NOAKIHYEHNN.
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3.5.1. AsTopusymntecb B web-uHTepderice poytepa. B pasgene «CeTb» Bovaute Bo Bknagky «UH-
Tepdencbl» 1 Bbibepute Bknagky WAN. M3 BbinagatoLwero cnvcka nNpoTOKONOB BbIOEpUTE MPOTOKON

PPPoE (PucyHok 3.5.1) n HaxxmuTe kHonky ASMEHWUTb MPOTOKOIJ, (PucyHok 3.5.2).

Mpumeyanne — WAN (Wide Area Network) — MmobanbHas BbluMCnUTENbHasi CeTb, OXBaTbiBaloLLas

oonblune TeppuTopunn 1 BKN4atroLaa OonbLLUoe Yncno Yy3Nn0B.
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AP205M1

Moosmv MODEM2  LAN

Craryc
Cucrema "
WHTepdencel - WAN
CeTb
Modem Manager ' VIAN i‘llv
Wnrepdeics!
Wi-Fi o
e O6wwe HacTporkun
DHCP 1 DNS OcHOBHBIE HACTPOKH KK K3HAN3 PO 3KpaHa
Wnmena xoctos Cocromsme I Yerpoicreo: eth0.2
Cramwseckne wapupyTs e AL 0850
enme (RX): 26.59 MB (54419 Maxetoe)
Aarocrine Mepegaua (TX): 87.44 MB (69292 Maxeros)

lepeaa:
Mexceresoi axpan 1Pv4: 192.168.132.142/24

Banancuposka WAN Tpadmk

Nporoxon DHCP-xmwext

Vs xocTa & DHCP-3anpocax

Betntu

Cramidecih apec
DHCP-xnuent
Heynpaanaewmsit

UMTS/GPRS/EV-DO
Dual-Stack Lite (RFC6333)

MAP / LWdovers

4B4XLAT (CLAT)

1Pv6 8 IPv4 (RFC4213)

1PV6 uepea IPvd (5tod)

1PV6 uepes IPv4 (6rd)

DHCPYE knuent

Astouarwsecran Homenet (HNCP)
Modem Manager (mmi)

HA3AL K 0B30PY

COXPAHWTD U NPUMEHATE

PPPoSSH
QMI coroesiit

CBPOCUTD

PucyHok 3.5.1 — Beibop npoTokona coeamHeHns PPPoE

AP205M1

Craryc WAN MODEM1 MODEM2 LAN
Cucrema o

Nutepdencel - WAN
Cetb

Modem Manager

Wi-Fi

] TPOMKM
KommyTatop O6LLl ¢.Hac pO
DHCP 1 DNS OcHoeHbIe HACTPOIHKM
Vinians xocron Cocrosmme ¥ Yerpoicrao: eth0.2
Raomisd Dol

Monyuenue (RX): 26.70 MB (55477 MNaxetos)

Svarsioora Mepeaava (TX): 87.48 MB (69557 Maxeros)
Mesdrssoisi 1Pva: 192.168.132.142/24
Banancupoexa WAN Tpaduk Nporokon PPPoE v

Bel geicTenTENLHO XOTUTE M3MeHNTY

Bbivitn

HA3A[ K OB30PY

COXPAHWTDL U MPUMEHUTD

Hanp.

|| cePocuTL

PucyHok 3.5.2 — MNMogTeepxxaeHne Boibopa npotokona PPPoE

3.5.2. B oTkpbIBLUEMCS OKHE, B 3aknagke OCHOBHble HacTpouku BeeamTe UmMa nonb3oBartens (Jlo-

ruH) v Maponb 13 goroBopa Ha okasaHue ycnyr HTepHeT-npoBaaepom (PucyHok 3.5.3).

MpumeyaHune — [ins oTobpaxeHns BBOAUMbIX AaHHbIX, HAOXXMUTE Ha U300paxeHne 3Be3404KN B KOHLIe

CTPOKU BBOAA.
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Craryc
Cucrema

Cems
Modem Manager
VisTepdeicel
Wi-Fi
Komsyratop
DHCP 1 DNS
Wmena xoctoe
CraTwugckue MapwpyTsi
AuarocTuka
Mexcereson skpar

Banawcuposxa WAN Tpaduk

Beintn

WAN MODEM1 MODEM2  LAN

Wntepdenco - WAN

O6wue HacTpomnKku

OcroBHbie HACTPOAKH  [JONOAHMTENbHLIE HACTPORKM  HACTPORKM Kanana

Cocronsme ' Yerpoitcrao: pppoe-wian

Nonyuenne (RX): 0 B (0 Naxetos)
lepeaaya (TX): 0 8 (0 Maxetoe)

1Pv4: 192.168,132.142/24

HaCTpOMKI MEXCETeR0r0 IKpana
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Mporokon PPPOE
Vima nonssosatenn PAP/CHAP User_name
Napoas PAP/CHAP Password

KoxyewTparop goctyna asTo

Vi cayxBui 3570

HA3AZ K 0B30PY

CBEPOCUTDL

COXPAHWUTDH U NPUMEHUTL

PucyHok 3.5.3 — BBog, gaHHbIX Ana nogknioveHus K MHTepHeTy no npotokony PPPoE

3.5.3. Bo Bknagke [lononHuTenbHble HACTPOWKM YCTaHOBUTE ranodky ABTOMaTU4YeCKOM aKTuBa-

LMKU coeanHeHNs Npy NogknoyeHnn B pasbem kabens (PucyHok 3.5.4).

AP205M1

Craryc
Cucrema
CepBucsl
Cets

Mogen
Wi-Fi
Kommyrarop
DHCP 1 DNS
nmena xoctos
CraTuuecKue MapWPYTHI
Auarwocrwxa
Mexceresod sxpan

Banaucupoeka WAN rpaduca

Buitn

Ob6uwwme HacTpoVKu
OCHOBHBIE HACTPORKI  [LONOAHMTE AL HbI€ HACTPOMKM
3anycTuTs npw 3arpy3Ke

AKTHEHDORAT CORAMHEHIE

Monyuenme IPv6-agpeca

Vn0AL3083Ts LAO3 1O YMOAHIIO

Vicnons308aTs MeTpHKy wiao3a

Vienonssosats o6naenemsie ysnow DNS cepsepa

Mopor owwnbox 3xo-3anpocoe LCP

Wrrepean sxo-3anpocoe LCP

Copepxumoe Host-Uniq Tera

MpomexyTox epemesu Gesgencrens

Haswauurs MTU

HA3A K OB30PY

HacTpomK xanana  HACTPOMKM MEXCETER0r0 paa

v
v

v

AsTomaTECH

b |[ cepoc

COXPAHUTD & MPUMEHUTD

PucyHok 3.5.4 — [lononHUTenbHble HAaCTPOWMKN coeanHeHust no npotokony PPPoE

3.5.5. Bo Bknagke Hactpoika kaHana Bbibepute nHtepdeic eth0.2,(PrucyHok 3.5.5).
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AP205M1

WAN  MODEM1  MODEM2  LAN
Craryc

Cucrema

Cepeuchbl

NHTtepdencel - WAN

Cetb L
Mogem

Obwwue HacTponku

Wi-Fi

KommyTatop OcHogHble HacTPONKK  [lONOAHMTENBHBIE HACTPOMKK Hacrpoitku kaHana Hactpoiiku mexceTesoro akpaHa
DHCP v DNS Wnrepoeic 3 eth0.2 _J

Wmera xoctos

Cratmueckue MapuwipyTe!

Auarnoctnka HA3A K OB30PY OXPAHUTD [ CBPOC |

MexceTeson 3kpaH

Banancupoeka WAN Tpadux

Buitn

PucyHok 3.5.5 — HacTtpoika kaHana PPPoOE coeanHeHus

3.5.6. Bo Bknagke Hactpoinka ceTeBoro akpaHa yctaHoBute 3oHy wan (PucyHok 3.5.6). BeinonHus
BCe HacTpouiku, Haxxmute kHonky COXPAHUTb U MPUMEHUTb.

AP205M1

WAN  MODEM1  MODEM2  LAN
Craryc

Cucrema

CepBucbl

NHTtepdencel - WAN

Cetb
Mogem

Obuyvie HacTpoiAKN

Wi-Fi

Kommyratop OcHOBHbIE HACTPOMKN JononrnTensHble HacTPOKN HacTpoiku kaHana Hactpoitku MexceTesoro skpaHa

DHCP u DNS Co34aTe / Ha3HauNTs 30HY ce;r:aoro war: I I modem1: l modem2: 2 i j

paHa

Wwmena xocros

Cratuueckue MapwpyTs!

AuarHoctuka

Mexcereson 3kpaH

banancuposka WAN Tpaduk HA3AJ] K OB30PY COXPAHWTD & NPUMEHUTD | [ESSREERTES [ CBEPOC I

K

Beiitn

PucyHok 3.5.6 — HacTpolika 30Hbl MexceTeBoro akpaHa PPPOE coeanHeHus
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4. PYYHASA HACTPOUKA BECNPOBOJHbIX WI-FI COEAUHEHUN

4.1. Hactpoumka Wi-Fi mogyns B pexume «PoyTtep ¢ Toukon goctyna»

4.1.1. AsTopusyntecb B web-nHtepdeince poytepa. B pasgene «CeTb» BonaguTte Bo Bknagky «Wi-Fi»
(PvicyHok 4.1.1). B atom meHto ByayT npuvBegeHbl BCe paaMo MOOynu poyTepa U Cnncok 6ecnpoBOAHbIX
ceten Wi-Fi.

AP205M1

radio0: Master “Kroks AP205M1*
Crartyc

Cucrema “
Cnuncok 6ecnpoBoAHbIX ceTen
Cetb
® radi Generic MAC80211 802.11bgn - T
Modem Manager EAE Kawan: 6 (2437 [T | Cropoers: ? M6wT/c B
Wktepgence! - SSID: Kroks AP205M1 | Pexxum: Master z
_ o BSSID: 00:0C:43:47:05:50 | Wndposanme: WPA2 PSK (CCMP) STKROMIb
Kommyratop
DHCP 1 DNS rloAK]"OquHble KNEHTbI

Wmena xoctoe Cers MAC-agpec Xoer Curuan / Wym CxopocTs nonyuenns / CkopocTs nepegaun

Cratueckue MapwpyTs!
Her goctynros nH@opmaymm
AuarHoctnka

Mexcetegoi 3kpaH

banaxcupoeka WAN Tpaduk

Beitn

PucyHok 4.1.1 — Hactpowika Wi-Fi coeguHeHus

MpumeyaHue — Mo ymonyaHuIO B 3aBOACKMX HacTpoMKax Ha BalleM poyTepe npefycTtaHoBneHa U
HacTpoeHa B kadecTtBe «Wi-Fi Toukn goctyna» 6ecnpoBogHas ceTb C UMEHEM COOTBETCTBYIOLLMM Ha3Ba-
HUIO BaLLero poyTtepa. iMsa ceTu 1 naposnb Ans NOAKNIOYEHUS K NpegyCTaHOBNEHHOW ceTn, Takke ykasaH
Ha Hakrenke, pacrnosfioXXeHHOM Ha Kopryce Ballero poytepa. B uensax 6es3onacHocTn pekoMmeHayeTcsa ns-
MeHUTb Ha3BaHue ceTn (ESSID) n napons. B crniyyae ytepu Haknenku, naporb NnpeaycTaHOBNEHHOW CeTu
MOXHO YBMAETb, BONAS B HacTpoukn 6esonacHocTu 6ecnposogHon cetu n. 4.1.5 HacToswero «Pykosoa-
CTBa» U HaxaTb 3Be304KY HanpoTue cTpoku Maponb (kntoy) (PucyHok 4.1.4).

4.1.2. Boibepute Wi-Fi ceTb ¢ nMeHeM Ballero poyrepa, B Hawem npumepe ato cetb Kroks AP205M1
n Haxmute kHonky UBMEHUTDb, (PucyHok 4.1.1). KHonkamu OTKIMKOYUTb v YOAIUTb npoussoantca
OTKMYeHne unu yaaneHme BblibpaHHOW ceTu. Ecnu Bbl xoTute co3gatb Hosyl Wi-Fi ceTb, HaxmuTe
kHonky JOBABUTD.

MpumeyaHue — Web-uHTepdenic poytepa nossondeTt cosfatb A0 YeTblpex Todek goctyna (Wi-Fi ce-
Ten).

4.1.3. Bo Bknagke OCHOBHbIe HacTponku (PucyHok 4.1.2) paameLleHbl HaCTPOWKK:

e CraTyc ycTpoKcTBa — cBogHas nHdopmMaLms o ceTu n yCTponCTBe.
e - YnpaBneHue Wi-Fi mogynem ycTponcTBa, BKIKOYEeHUE WM BbiKn4YeHue GecrnpoBogHom
ceTu.

HacTpoiika YyacToTbl No3BoNsET BbibpaTth pexxum padotsbl Wi-Fi mogyns:

v PexuMm Legacy ans paboTbl C NOAAEPXKKOM YCTapeBLUMX YCTPOWCTB, CKOPOCTb Nepeaaydn Ko-
TopbIX He npeBbiwaeT 20 M6uT/c. B gaHHOM pexnme HeJoCTyMNHa YCTaHOBKA LUMPUWHBI KaHarna.

v PexuMm N anst paboTbl ¢ pacnpocTpaHeHHbIMW YCTPONCTBAMM.

e Bbibop kaHana yacToThbl BewaHua Wi-Fi mogyns. o ymonyaHuio yctaHoBneH kaHan 6. Bbl-
0Op HaMMeHee 3arpy>eHHOro kaHana obecnevnTt cTabunbHOCTb M BbICOKYO CKOPOCTb coenu-
HeHus. [locTynHa aBTOMaTUyecKas unm pyvyHas ycTaHOBKa 4acToThbl nepegayun gaHHblx (13 ka-
Hanoe);

e LunpuHa kaHana ycTaHaBnMBaeT 3aBMCUMOCTb CKOPOCTU OT OanbHOCTW nepeaayn AaHHbIX.
YctaHaBnusante 3HayeHme 20 MHz B yCnoBMsiX CUITbHOIO YPOBHS LUyMa WM NMOMEX, Hanpumep
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B MHOrokBapTMpHom aome. 3HadeHne 40 MHz — obecneunt 6onee BbICOKYO CKOPOCTb Mnepe-
Oa4n OaHHbIX MPU HU3KOW JanbHOCTU U CTabUIbHOCTU COEANHEHUS.

e MowHocTb NepeaaTymnKa BNUSET Ha JanbHOCTb Nepefayun JaHHbIX. B page cnyvaes He cTo-
UT 3N0ynoTpebnsTh BbICOKON MOLLHOCTLIO Mepefatyuka, nogaBnsas Apyrue, MeHee MOLUHbIe
nepegaTtyuki u co3gaBasi M3NULLHIOK Harpy3ky Ha ceon Wi-Fi mogynb.

PucyHok 4.1.2 — OCHOBHblE HAaCTPOVKN YCTPOMCTBA

4.1.3. Bo Bknagke [JononHuTenbHble HacTpouku yctaHoButTe Kog cTpaHbl, cornacHo KOTOpoMy

yCTaHaBNMBakTCA CTaHOapPThbl U OrpaHn4YeHuna, B COOTBETCTBUMN C 3aKOHOA4ATEIbCTBOM Bbl6paHHOl7I CTpa-
Hbl.

4.1.4. MNepenga k 6noky Hactpomku cetu, npounssegnte OCHOBHblIE HAaCTPOMKM B OOHOMMEHHOW
Bknagke (PucyHok 4.1.3):

PucyHok 4.1.3 — OcHoBHble HacTponku Wi-Fi cetu

e YcraHoBuTe Pexum pabotbl Wi-Fi ceTn. YCTponcTBO nogdepxmBaeT paboTy B HECKOSbKMX
pexvmax.
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